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Ethos Private Equity Proprietary Limited ("Ethos") 

PROTECTION OF PERSONAL INFORMATION  

Data Protection Policy ("Policy") 

 

1. Introduction  

 Ethos is fully committed to abiding, not only by the letter, but also by the spirit of the 

Protection of Personal Information Act 4 of 2013 ("POPIA").  Ethos is committed to 

the observation, wherever possible, of the highest standard of conduct mandated by 

POPIA.  This Policy has been developed to: 

 acquaint Ethos (including all its employees, consultants, directors, and 

staff), operators that may perform any actions on behalf of Ethos, and 

any other person that may process personal information for and on 

behalf of Ethos (collectively, "the Ethos Staff") with their duties under 

POPIA; and  

 set out the standard expected by Ethos in relation to the processing of 

personal information and the safeguarding of each Data Subject's rights 

and freedoms. 

 Ethos can only fulfil its obligations under POPIA if you, as Ethos Staff, comply with 

the provisions of this Policy.  Accordingly, it is of utmost importance for all Ethos Staff 

to understand, and observe, the terms of this Policy. 

2. Purpose of this Policy 

 The purpose of this Policy is to set out the obligations that all Ethos Staff are required 

to comply with the process of ensuring Ethos' compliance with the provisions of 

POPIA.  

3. How to use this Policy 

 You are required to: 

 read through this Policy; 

 ensure that you understand this Policy; and 
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 take measures to ensure that you adhere to this Policy. 

 The provisions forming part of this Policy are not a complete statement of the relevant 

POPIA principles.  Accordingly, if you have any doubt as to the legality of any course 

of action or business practice, your manager must immediately be consulted, who 

may thereafter refer the matter to the Ethos  Deputy Information Officer and the Ethos 

Chief Information Officer. 

 Any contravention of POPIA may have a serious and adverse effects on Ethos as well 

as the individual concerned, including significant fines as well as possible criminal and 

civil law sanctions. You may not act contrary to the provisions of POPIA or this Policy 

or authorise others to act in contravention thereof. 

4. Revisions to this Policy 

 The Policy is subject to continuous review by Ethos.  If there are material changes to 

POPIA or other applicable laws or if Ethos wishes to enhance any aspect of this 

Policy, amendments will be made as necessary. All Ethos Staff will be notified of any 

such amendments. 

5. Responsibilities 

 You must learn: 

 what actions are specifically required or prohibited by POPIA; and 

 to recognise areas where POPIA problems may arise and seek guidance 

from the relevant manager, who may in turn refer matters to the Deputy 

Chief Information Officer and the Chief Information Officer. 

 Periodic reviews will be conducted to ensure and monitor your adherence to this 

Policy. 

 Provisions of POPIA can be complex, and you are encouraged to seek advice if you 

have any questions.  To this end, the Deputy Information Officer will assist you on 

matters relating to the interpretation of POPIA. 

 Senior management is expected to use all reasonable efforts to ensure awareness 

of, and compliance with, this Policy.  Such reasonable efforts include, but are not 

limited to, frequent communications with employees and staff members.    
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6. Reporting Procedures 

 If you have been involved in, or become aware of any violation of this Policy by 

another employee, director, consultant or staff member, it is your responsibility to 

report it to the Information Officer as soon as possible. 

 To the extent possible and practical, Ethos will endeavour to maintain the 

confidentiality and anonymity of the report.  If you fear reprisal, you should express 

this concern at the time of making the report.  In such circumstances your identity will 

be kept confidential. 

 Retaliation, retribution, or harassment against any person who in good faith reports a 

violation of this Policy is strictly prohibited and, where applicable, constitutes grounds 

for disciplinary action, including dismissal.  

 In circumstances where you wish to report a violation anonymously, you should 

contact the whistle-blower's hotline.  To do so, please call 0800 777 225 or 

emailethosprivateequity@whistleblowing.co.za. The hotline telephone number and 

email address are secure and administered externally by Whistle Blowers (Pty) Ltd.  

7. Consequences of non-compliance 

 Although Senior management is responsible for the implementation and monitoring 

of the adherence to this Policy, please bear in mind that you are responsible for your 

own actions.  Consequences of violations of this Policy are serious and may, amongst 

other things, expose Ethos to litigation, fines, and harm its reputation and competitive 

position.   

 You should be aware that in the event that Ethos is found to be in contravention of 

POPIA, civil claims for damages can be instituted by third parties (individuals or 

companies) against Ethos to recover any loss or damage suffered by the third parties 

because of Ethos' unlawful conduct, regardless of whether or not there is intent or 

negligence. 

 Ethos will investigate each reported violation and will take the appropriate action.  You 

have a responsibility to assist and cooperate in any investigation conducted by Ethos 

or by the Information Regulator.  You are also required to follow the guidelines 

provided in this Policy should you be contacted by the Information Regulator. 

 Any Ethos Staff found to have engaged in unlawful processing activities or to be 

negligent in exercising his or her managerial responsibilities in preventing a violation 

of POPIA may be subject to disciplinary measures and may in certain cases face 
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dismissal and/or the immediate termination of the business relationship between the 

parties. 

8. Introduction to POPIA 

 POPIA establishes a framework which: 

 regulates the processing of personal information (which includes 

collection, receipt, recording, storage, and dissemination) by placing 

strict obligations that must be complied with by all persons who process 

personal information, and  

 gives rights to individuals and juristic persons whose information is 

processed.  

 For your ease of reference, we have included the definitions of "personal 

information", "responsible party", "Data Subject", "consent", "processing" and 

"operator" as they appear in POPIA in Annexe A to this Policy. 

 Put simply, POPIA regulates every aspect of the processing of personal information, 

from the moment that it is collected to the moment that it is destroyed. 

 The cornerstone of POPIA are the eight processing conditions ("the Conditions") 

which prescribe, amongst other things: 

 guidelines on the information lifecycle (in particular, the 

creation/acquisition, holding, processing, querying, amending, editing, 

disclosure or transfer to third parties, and deletion/destruction of 

personal information) ("the Lifecycle"); 

 the safeguarding of personal information; and 

 the rights of the Data Subject. 

 POPIA applies whenever personal information is processed by, or on behalf of, a 

responsible party (being the person that processes personal information).  

Accordingly, POPIA applies to Ethos and the Ethos Staff. 

 This is particularly important as Ethos is also a subscriber to the Code of Conduct of 

the South African Venture Capital and Private Equity Association 

("SAVCA Code of Conduct"). The SAVCA Code of Conduct sets the minimum 

standards of ethical behaviour to which all members of the private equity industry 

must adhere and requires Ethos to have adequate privacy and information security 
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procedures other than the obligations imposed by South African privacy and 

information security laws. 

 In adopting this Policy, we wish to balance our legitimate business interests, and each 

Data Subject's reasonable expectation of privacy. 

9. What is personal information and what type of personal information do we collect? 

 POPIA defines personal information as any information relating to an identifiable, 

living, natural person, and where it is applicable, an identifiable, existing juristic 

person.  Accordingly, POPIA will apply to any and all information that is held by Ethos 

relating to identifiable individuals or companies.  This includes, amongst other things: 

 full names of individuals or companies; 

 postal addresses; 

 email addresses; 

 telephone numbers; and  

 physical addresses. 

10. Whose personal information do we collect? 

 We only collect personal information to the extent that this is necessary for our 

legitimate business interests, or where we have obtained the data subject's consent 

to collect their personal information.  This information may relate to: 

 our Ethos Staff; 

 suppliers and service providers that supply any goods or services to 

Ethos (i.e. technology services, payroll administration, maintenance 

services, cleaning services, and catering services); 

 our advisors; 

 investors and portfolio companies of Ethos; and 

 other parties that we may interact with from time to time. 

 Each department within Ethos is more than likely to come into contact with and/or 

interact with personal information, in some way or another, on a regular basis.  Each 
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person that handles personal information must ensure that such personal information 

is handled and processed in line with this Policy and the principles set out in POPIA. 

 

11. Ethos Staff duties 

 Ethos Staff are expected to: 

 read and understand this Policy; 

 acquaint themselves with, and abide by, the Conditions; 

 understand how to conform to the expected standard during the 

Lifecycle, and in particular, the expected standard in relation to the 

safeguarding of personal information; 

 understand what is meant by Special Personal Information (discussed 

in more detail below) and know how to handle such information; 

 not to jeopardize a Data Subject's privacy; and 

 not risk a contravention of POPIA. 

12. The Eight Conditions for Lawful Processing 

As stated above, there are eight Conditions for lawful processing, and they cannot be read 

in isolation. The Conditions constitute a constellation of conditions which interact with one 

another and need to be applied holistically. The Conditions are effectively principles that 

must be applied when we process personal information.  

 Condition 1: Accountability 

 The first condition requires us to be accountable for compliance with the 

Conditions. This means that we, as an organisation, are obliged to 

ensure that the Conditions are complied with in relation to personal 

information that we collect, even when the processing functions are 

outsourced. 

 Condition 2: Processing Limitation 

 This condition lists and safeguards restrictions applicable to the 

processing of personal information.  In terms of Condition 2: 
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 information must be processed lawfully and in a reasonable manner that 

does not infringe the privacy of the Data Subject; and 

 personal information may only be processed if, given the purpose for 

which it is processed, it is adequate, relevant, and not excessive. 

  

 Each person must therefore ensure that the information collected by 

them from a Data Subject is not excessive and is absolutely necessary, 

taking into account the purpose for which the information is required.  

Importantly, if information is not necessary to achieve a particular 

purpose, there is no need to request this information from the Data 

Subject, even if the information is a "nice to know". 

 Condition 2 states further that personal information may only be 

processed if: 

 the Data Subject has consented to the processing; 

 processing is necessary to carry out actions for the conclusion or 

performance of a contract with the Data Subject; 

 processing complies with an obligation imposed by law on the responsible 

party (in this case, Ethos); 

 the responsible party is protecting a legitimate interest of the Data Subject; 

 processing is necessary for the proper performance of a public law duty 

by a public body; or 

 processing is necessary for pursuing the legitimate interests of the 

responsible party or of a third party to whom the information is supplied. 

 It is important to bear in mind that personal information may only be 

processed if the processing falls within one of the categories identified 

above.  This means that when you collect personal information, you 

must, by way of example, be doing so (i) with the consent of the Data 

Subject, (ii) to protect the Data Subject's legitimate interests, (iii) to 

pursue a legitimate interest, or (iv) to comply with a law. 

 Condition 2 also requires personal information to be collected directly 

from the Data Subject, except where: 
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 the information is contained in a public record or has deliberately been 

made public by the Data Subject; 

 the Data Subject has consented to the collection of the information from 

another source; 

 collection of the information from another source is necessary (i) to avoid 

prejudice to the maintenance of the law by any public body, (ii) to comply 

with an obligation imposed by law or to enforce legislation concerning the 

collection of revenue, (iii) for the conduct of proceedings in any court or 

tribunal, (iv) in the interests of national security, or (v) to maintain the 

legitimate interests of the responsible party or of a third party to whom the 

information is supplied; 

 collection of the information from another source would not prejudice the 

Data Subject; 

 compliance would prejudice a lawful purpose of the collection; or 

 compliance is not reasonably practicable in the circumstances of the 

particular case. 

 The general rule, therefore, is that personal information must be 

collected directly from the Data Subject, unless one of the listed 

exceptions apply. 

 You may only process personal information when performing your 

duties.  You cannot process personal information for any reason 

unrelated to your duties.  

 Condition 3: Purpose Specification 

 This condition sets out the requirements relating to the purpose of 

processing information and the retention of records.   

 Condition 3 provides that personal information must be collected for a 

specific, explicitly defined, and lawful purpose related to a function or 

activity of the responsible party.  Steps must be taken to ensure that the 

Data Subject is aware of the purpose for which the information is 

collected and the intended recipient of the information unless the Data 

Subject authorises otherwise.   
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 In respect of the retention of records, Condition 3 states that records of 

personal information must not be retained any longer than is necessary 

for achieving the purpose for which the information was collected or 

subsequently processed, unless : 

 retention of the record is required or authorised by law; 

 the responsible party reasonably requires the record for lawful purposes 

related to its functions or activities; 

 retention of the record is required by a contract between the parties 

thereto; or 

 the Data Subject or a competent person where the Data Subject is a child 

has consented to the retention of the record. 

 However, records of personal information may be retained for periods in 

excess of those contemplated above for historical, statistical or research 

purposes if the responsible party has established appropriate 

safeguards against the records being used for any other purposes. 

 The personal information that is collected and processed must be kept 

only for as long as is necessary.  Any personal information that is no 

longer required must be destroyed or deleted.  

 Condition 4 : Further Processing Limitation 

 This condition restricts the further processing of personal information.  This 

means that if personal information was collected for a specific purpose that was 

disclosed to the Data Subject, that same personal information can then not be 

used in connection with a different purpose that is in no way connected to the 

original purpose. 

 Any further processing of personal information must be compatible with the 

purpose for which the information was originally collected.  Should you wish to 

use any personal information for a different purpose, please first consult with 

Ethos' Information Officer to determine whether such purpose is compatible with 

the original purpose of collection or whether such further processing will fall foul 

of POPIA. 

 Condition 5: Information Quality 
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 Condition 5 requires the responsible party to take reasonable practicable 

steps to ensure that the personal information being processed by it, is 

complete, accurate, not misleading and updated when necessary, taking 

into consideration the purpose for which the information is collected. 

 You must, therefore, ensure that you: 

 verify that the personal information that is processed by you is accurate,  

 conduct regular updates of the personal information so as to ensure that 

it remains accurate; 

 check the accuracy of any personal information at the point of collection 

and at regular intervals afterwards; and 

 take all reasonable steps to destroy or amend inaccurate or out-of-date 

personal information.  

 Condition 6: Openness 

 Condition 6 is aimed at ensuring transparency and fairness in the 

processing of personal information.   

 In particular, you must ensure that the Data Subject is aware of at least 

the following: 

 the information being collected, and where the information is not collected 

from the Data Subject, the source of the information; 

 the name and address of Ethos when it acts as a responsible party; 

 the purpose for which the information is collected; 

 the manner in which the information will be processed and retained; 

 whether or not the supply of information by the Data Subject is voluntary 

or mandatory; 

 any particular law authorising or requiring the collection of information 

collected; 

 the consequences of failing to provide the information; 
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 where applicable, that the responsible party intends to transfer the 

information to another country or international organisation and the level 

of protection afforded to the information by that country or international 

organisation; and 

 any other information which is necessary, having regard to the specific 

circumstances in which the information is or is not to be processed, to 

enable processing in respect of the Data Subject to be reasonable. 

 Condition 7: Security Safeguards 

 Condition 7 requires responsible parties to adopt appropriate, 

reasonable, technical, and organisational security measures to ensure 

the confidentiality, integrity, and availability of personal information, as 

well as to prevent any loss, damage, destruction, and unlawful access 

to the personal information. 

 Where there are reasonable grounds to believe that the personal 

information of a Data Subject has been accessed or acquired by any 

unauthorised person, the responsible party must notify: 

 the information regulator established under POPIA; and 

 the Data Subject unless the identity of the Data Subject cannot be 

established. 

 You must take reasonable steps, in accordance with Ethos' policies and 

procedures, to secure the integrity and confidentiality of personal 

information that you process, and to prevent loss, damage, and unlawful 

access to the personal information.  Where personal information is 

stored electronically, you must: 

 use strong passwords that are changed regularly to control access to the 

personal information; and 

 make sure that the personal information is stored on designated devices 

and systems, and should only be uploaded on approved cloud computing 

services. 

 The use or disclosure of personal information that has been collected for 

Ethos' business purposes for any ulterior purpose is strictly prohibited 

and will lead to disciplinary action against the person concerned. 
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 You must limit the disclosure of, and access to, personal information to 

only those persons who have a business need to access the information. 

 If you suspect that any personal information has been compromised, you 

must immediately contact Ethos' Information Officer. 

 If a third party is processing personal information on behalf of Ethos, you 

must ensure that a written contract is concluded between Ethos and the 

third party that requires the third party to ensure that appropriate security 

measures will be implemented to safeguard the personal information 

being processed on behalf of Ethos. 

 You must adhere to the security measures imposed by Ethos against 

unlawful or unauthorised processing of personal information and against 

the accidental loss of, or damage to, personal information.   

 You must follow all procedures and technologies which Ethos puts in 

place to maintain the security of all personal information from the point 

of collection to the point of destruction.  You may only transfer personal 

information to third-party service providers who agree to comply with the 

Ethos' policies and procedures relating to security measures. 

 Condition 8: Data Subject Participation 

 Condition 8 states that a Data Subject is entitled to: 

 obtain from the responsible party, confirmation of whether or not the 

responsible party has personal information relating to them;  

 request a description of the personal information held by the responsible 

party; 

 request information on or about all parties who have had access to the 

Data Subject's personal information; and 

 contest the content of the personal information held by the responsible 

party, and if successful have the personal information you raised, rectified 

completed or amended. 

 Any information requests received from Data Subjects should be 

directed to Ethos' Information Officer if the request relates to a person 
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who is not an employee or to the Head of Human Resources in relation 

to requests from employees or former employees. 

13. Special Personal Information 

 The processing of "Special Personal Information" is regulated in POPIA more 

stringently because of its sensitive nature.  Special Personal Information is defined in 

as including information about Data Subject's (i) religious or philosophical beliefs; race 

or ethnic origin; trade union membership; political opinions; health; sexual life; 

biometric information or (ii) criminal behaviour to the extent that such information 

relates to the commission or alleged commission of any offence or any proceedings 

in respect of any offence allegedly committed by a Data Subject. 

 Processing a Data Subject's Special Personal Information is prohibited unless the 

processing is: 

 is carried out with the consent of the Data Subject; 

 necessary for the establishment, exercise or defence of a right or 

obligation in law;   

 necessary to comply with an obligation of international public law; and 

 for historical, statistical or research purposes to the extent that the 

purpose serves a public interest and the processing is necessary for the 

purpose concerned or it appears to be impossible or would involve a 

disproportionate effort to ask for consent. 

 Where you process Special Personal Information, you ensure that you 

have obtained the Data Subject's consent to do.  You must, in as far as 

possible, limit the Special Personal Information that you process to only 

that which is absolutely necessary.   

14. International transfers of personal information 

 With regard to trans-border information flow and storage of personal information, 

POPIA provides that a responsible party in South Africa may not transfer personal 

information to a third party who is in a foreign country unless: 

 the recipient of the information is subject to a law, binding code of 

conduct or contract which: 
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 effectively upholds principles for reasonable processing of the information 

that are substantially similar to the information protection principles; 

 includes provisions, that are substantially similar to the provisions in 

POPIA relating to the further transfer of personal information from the 

recipient to third parties who are in a foreign country; 

 the Data Subject consents to the transfer;  

 the transfer is necessary for the performance of a contract between the 

Data Subject and the responsible party, or for the implementation of pre-

contractual measures taken in response to the Data Subject's request; 

 the transfer is necessary for the conclusion or performance of a contract 

concluded in the interest of the Data Subject; or 

 the transfer is for the benefit of the Data Subject, and: 

 it is not reasonably practicable to obtain the consent of the Data Subject 

to that transfer; and 

 if it were reasonably practicable to obtain such consent the Data Subject 

would be likely to give it. 

 In terms of POPIA, Ethos will only be entitled to transfer personal information to 

parties outside South Africa if: 

 the information is being transferred to a jurisdiction that has promulgated 

data protection laws similar to those in POPIA; 

 we have obtained the consent of the Data Subject,  

 we enter into an agreement with the recipient of such information, where 

such agreement upholds principles for reasonable processing of 

personal information, or 

 if we can show that the transfer is necessary for the conclusion or 

performance of a contract, or is for the benefit of the Data Subject. 

 In the event that specific consent for the transfer is sought from the Data Subject, the 

Data Subject must be informed about the destination to which the information is going 

to be sent and the level of protection that the information will receive once it is 

transferred.  
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 If obtaining consent for a transfer will pose a difficulty, consult Ethos' Information 

Officer, who will determine how best to handle the matter.   

15. Retention and destruction of personal information 

 You must ensure that the personal information of a Data Subject is not retained for 

longer than is absolutely necessary for achieving the purpose for which the personal 

information was originally collected.  If any personal information is no longer required, 

that personal information must either be destroyed, or deleted.  

 When deleting or destroying personal information, you must ensure that this is done 

properly, safely, and securely.  In particular, personal information will only be deemed 

to be deleted if that information is no longer available or accessible or if a person can 

no longer be identified from the information.  For so long as personal information 

remains accessible in some way or for so long a person can still be identified from the 

information, that information will not be deemed to be deleted or destroyed. 

16. Contacting us 

If you have any questions or concerns regarding this Policy, please contact the Chief 

Information Officer, whose details appear below:   

Name:  Mark Parsons, Group Chief Financial Officer 

Email: mparsons@ethos.co.za 

Phone: +27 11 328 7400 

Postal Address: 9773 Johannesburg 2000 
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Annexe A 

POPIA Definitions 

"personal information" means information relating to an identifiable, living, natural 
person, and where it is applicable, an identifiable, existing 
juristic person, including, but not limited to— 

(a) information relating to the race, gender, sex, 
pregnancy, marital status, national, ethnic or social 
origin, colour, sexual orientation, age, physical or 
mental health, well-being, disability, religion, 
conscience, belief, culture, language and birth of 
the person; 

(b) information relating to the education or the 
medical, financial, criminal or employment history 
of the person; 

(c) any identifying number, symbol, e-mail address, 
physical address, telephone number, location 
information, online identifier or other particular 
assignment to the person; 

(d) the biometric information of the person; 

(e) the personal opinions, views or preferences of the 
person; 

(f) correspondence sent by the person that is 
implicitly or explicitly of a private or confidential 
nature or further correspondence that would reveal 
the contents of the original correspondence; 

(g) the views or opinions of another individual about the 
person; and 

(h) the name of the person if it appears with other 
personal information relating to the person or if the 
disclosure of the name itself would reveal 
information about the person; 

"responsible party" means a public or private body or any other person which, 
alone or in conjunction with others, determines the 
purpose of and means for processing personal 
information; 

"Data Subject" means the person to whom personal information relates; 
"consent" means any voluntary, specific, and informed expression of 

will in terms of which permission is given for the 
processing of personal information; 

"processing" means any operation or activity or any set of operations, 
whether or not by automatic means, concerning personal 
information, including—  

(a) the collection, receipt, recording, organisation, 
collation, storage, updating or modification, 
retrieval, alteration, consultation or use; 
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(b) dissemination by means of transmission, 
distribution or making available in any other form; 
or 

(c) merging, linking, as well as restriction, 
degradation, erasure, or destruction of information; 

"operator" means a person who processes personal information for a 
responsible party in terms of a contract or mandate, 
without coming under the direct authority of that party; and 

“electronically" means produced or operated by electronic equipment, 
including a computer or a computer system. 

 

 


