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ETHOS CAPITAL VI (GP) (JERSEY) LIMITED

(the "Company")

General Data Protection Regulation Manual

Legal Notes:

This manual is intended to demonstrate the measures that the entity adopting it has put in place in order to 
seek compliance with applicable data protection legislation. It has been prepared for the purposes of adoption 
by entities administered by Ocorian and it is not designed to be applicable to all entities in all circumstances.

This manual does not contain a comprehensive statement of the law and reading it is not a substitute for 
reading the law or any guidance that may be issued by a relevant data protection regulator. This manual does 
not constitute legal advice and it must not be used or relied upon as such. Should an entity adopting this 
manual require legal advice, the entity should contact a suitably-qualified lawyer or other relevant 
professional.

The contents of this manual may be updated or amended from time to time. 
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SUMMARY

Name of Company (Data Controller): Ethos Capital VI (GP) (Jersey) Limited

Name of Fund(s):
1

Ethos Fund VI (Jersey), L.P. 

Name of Data Processor(s)
2
: Ocorian Fund Services (Jersey) Limited ("Ocorian")

Name(s) of Sub-Processor(s):
3

Data processing activities undertaken by Data 
Processor:

The collection, analysis, review, compilation, extrapolation, 
storage, duplication, transfer, disclosure and deletion of 
Personal Data.

                                                     
1 If appropriate.
2 To be added to from time to time.
3 If any, from time to time.
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DEFINITIONS/KEY TERMS

Administration 
Agreement:

 the corporate services agreement, trustee services agreement or similar or, 
to the extent that Ocorian provides services to the Company on the basis of 
informal arrangements and/or its standard Terms of Business, such 
contractual arrangements, in each case in place between the Company and 
Ocorian to document the contractual relationship between the parties.

Consent:  freely given, specific, informed and explicit consent by statement or action 
signifying agreement to the processing of personal data.

Data: information that:

 is processed by means of equipment operating automatically in response to 
instructions given to it for that purpose;

 is recorded with the intention that it should be processed by means of such 
equipment; or

 is recorded as part of a filing system or with the intention that it should form 
part of the filing system.

data controller:  an entity that determines the purposes, conditions and means of the 
processing of personal data.

data processor:  an entity that processes data on behalf of a data controller.

Data Processing 
Provisions:

 the provisions (whether in an Administration Agreement at the time that it is 
entered into or by amendment from time to time) governing the relationship 
between the Company and Ocorian in connection with the processing of 
personal data.

Data Protection Law  Data Protection (Jersey) Law 2018.

Data Protection 
Legislation:

 all privacy laws applicable to any personal data, including where applicable, 
the GDPR, the Privacy and Electronic Communications Directive 2002/58/EC 
and all national legislation (including the Data Protection Law) implementing 
or supplementing the foregoing and all associated codes of practice and 
other guidance issued by any applicable data protection regulator, all as 
amended, re-enacted and/or replaced and in force from time to time.

Data Protection 
Regulator:

 the Office of the Information Commissioner in Jersey.

data subject:  a natural person whose personal data is processed by a controller or 
processor.

Encryption of Data:  a process by which personal data is protected through technical measures to 
ensure that it is only accessible/readable by those with specified access.

GDPR  the General Data Protection Regulation (EU) 2016/79 of the European 
Parliament and of the Council of 27 April 2016 on the protection of natural 
persons with regard to the processing of personal data and on the free 
movement of such data.

Personal Data:  information relating to a natural person (or data subject), that can be used to 
directly or indirectly identify the person.

Personal Data Breach:  a breach of security leading to the accidental or unlawful destruction, loss, 
alteration, unauthorised disclosure of, or access to personal data transmitted, 
stored or otherwise processed.

processing:  any operation performed on personal data, whether or not by automated 
means, such as collection, recording, organisation, structuring, storage or 
use, transferring, disclosure by transmission or otherwise making available or 
restriction, erasure or destruction.

Right to Erasure:  a right under Data Protection Legislation that entitles the data subject to 
have the data controller erase his/her personal data, cease further 
dissemination of the data, and potentially have third parties cease processing 
of the data. This is also known as a "right to be forgotten".
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Right to Rectification:  a right under Data Protection Legislation that entitles the data subject to 
have the data controller correct or complete inaccurate or incomplete 
personal data held by it.

Subject Access Right:  a right under Data Protection Legislation that entitles the data subject to 
have access to, and information about, the personal data that a controller has 
concerning them.
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INTRODUCTION

The General Data Protection Regulation ("GDPR") is an EU legal framework that sets guidelines for the 
collection and processing of personal information of (a) individuals by firms based within the EU or (b) of
individuals based within the EU by firms globally. GDPR gives data subjects significant rights over how their 
personal data is collected, processed and transferred by data controllers and data processors, whilst also 
imposing fines that can be revenue-based.

The principles of the GDPR are brought into Jersey law by the Data Protection (Jersey) Law 2018, which is 
referred to in the remainder of this GDPR Manual as the "Data Protection Law". The law more generally 
applicable to data protection is referred to in the remainder of this GDPR Manual as "Data Protection 
Legislation".

Data controllers must ensure that data is:

1. processed lawfully, fairly and in a transparent manner;

2. collected for specified, explicit and legitimate purposes and not further processed in a manner that is 
incompatible with those purposes;

3. adequate, relevant and limited to what is necessary in relation to the purposes for which it is processed;

4. accurate and kept up to date, with inaccurate personal data being erased or rectified without delay;

5. kept for no longer than is necessary; and

6. processed in a secure manner, including protection against unauthorised or unlawful processing and 
against accidental loss, destruction or damage. 

Data controllers are required to maintain the necessary records and filing systems to demonstrate compliance 
with the six data principles outlined above and the Company, in its capacity as a data controller, has adopted 
this manual on 27 November 2018 as a framework towards achieving compliance with Data Protection 
Legislation.

Any queries on the content of this manual should be addressed to the Company's data privacy officer or, if the 
Company has not appointed a data privacy officer, to a director of the Company.
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ROLE & RESPONSIBILITIES OF THE DATA CONTROLLER/DATA PROCESSOR

Data Controller:

Data controllers control the overall purpose and means (the 'why' and 'how') of data processing. Where 
processing is to be carried out on behalf of a controller, the controller must use only processors that provide 
sufficient guarantees to implement appropriate technical and organisational measures in such a manner that 
processing will meet the requirements of Data Protection Legislation and that will ensure the protection of the 
rights of the data subject. 

Data controllers decide such things as: 

1. whether to collect personal data and the legal basis for doing so;

2. which items of personal data to collect;

3. the purpose(s) that the data is used for;

4. whether to share the data, and if so, with whom; and

5. how long to retain the data.

Data Processor:

Data processors undertake the processing of personal data on behalf of, and under instructions of, a data 
controller. If a data processor processes personal data in a manner that is outside the scope of the data 
controller's instructions or inconsistent with them, it may itself become data controller and become subject to 
the obligations of a data controller under Data Protection Legislation. 

In addition, a data processor is generally required to:

1. inform the data controller if it believes that the data controller's instructions infringe Data Protection 
Legislation;

2. obtain written permission (either general or specific) from the data controller before engaging a 
subcontractor and it must assume full liability for failures of subcontractors to meet the requirements of 
Data Protection Legislation;

3. upon request, delete or return all personal data to the data controller when it is no longer required for 
the purpose for which it was collected, unless the data processor is otherwise lawfully required or 
permitted to retain it; 

4. enable and contribute to compliance audits conducted by the data controller or a representative of the 
data controller;

5. take reasonable steps to secure data, by means such as encryption and pseudonymisation and backup 
and disaster recovery, and to conduct regular security testing; 

6. notify the data controller without undue delay upon learning of data breaches; and

7. permit personal data transfers to third countries (outside the European Economic Area) only if 
appropriate legal safeguards are put in place.
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The Company has appointed Ocorian under an Administration Agreement to provide administration services to 
it. In carrying out these services, Ocorian will:

1. in some circumstances, assist the Company to carry out its controller function. For example, Ocorian will 
maintain the Company's processing records and it will make available to the Company parts of its IT 
system in which the Company's correspondence and records will be stored; and

2. in other circumstances, be a processor of personal data made available to it by the Company, acting in 
accordance with, among other things, the Data Processing Provisions.
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1. Data Controller Registration & Renewals4

Policy 

The Company is required to register as a data controller with the Data Protection Regulator. This requirement 
is a transitional one, currently applicable up until 25 May 2019. If the Company is already registered as a 
controller under the Data Protection (Jersey) Law 2005, the requirement to register under the 2018 Data 
Protection Law is waived until the end of the Company's current registration.

Procedure

Where the Company is not currently registered as a data controller under the Data Protection (Jersey) Law 
2005, it will (if it has not already done so) need to complete an online registration using the below link:

https://oicjersey.org/online-notification/#/new-notification/purposes

In undertaking the registration, the Company will need to complete a series of steps as outlined below:

Step 1: Determine the type of organisation making the registration;

Step 2: Identify the purposes of data processing based on the information held;

Step 3: For each purpose identify the types of information held;

Step 4: Identify the types of people whose information is held under each purpose;

Step 5: For each purpose identify the types of people to whom information is disclosed;

Step 6: For each purpose provide confirmation of the geographical areas to or within which information will 
be transferred;

Step 7: Complete the security questionnaire;

Step 8: Review the notification; and

Step 9: Complete the Company's details and submit.

Following completion of the online registration, a cheque in the sum of £50 made payable to "Treasurer of the 
States" must be sent to the Office of the Information Commissioner, Brunel House, Old Street, St Helier, JE2 
3RG. Alternatively, payment can be made online or through the Ocorian disbursement process. 

While the requirement to register is a transitional arrangement, a diary reminder should be set in the first 
quarter of 2019 in order that it can be determined whether there is then a requirement to renew that 
registration. Equally, if the Company is relying on its current registration under the Data Protection (Jersey) 
Law 2005 as a reason not to register yet under the 2018 Data Protection Law, the Company should set a diary 
reminder prior to the expiry of its existing registration, giving it sufficient time to register under the 2018 Data 
Protection Law.

                                                     
4 Registration for Data Protection purposes is required only in two of the jurisdictions in which Ocorian has offices, Jersey and Mauritius. 

This policy can be deleted where the manual is adopted for use by an entity that is not required to register in either Jersey or Mauritius.
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2. Privacy Statements/Privacy Notices

Policy

The Company will adopt a general privacy statement setting out the legal rights of data subjects under the 
Data Protection Law, which will be generally accessible to data subjects that it deals with through a link to be 
displayed on the Company's correspondence.

The Company must ensure, as far as practicable, that where it has obtained personal data from a data subject, 
the data subject is given access to the Company's privacy statement by the electronic link or that a physical 
copy of the privacy statement is given to him or her. 

In addition, the Company may, as the occasion demands, issue specific privacy notices, in accordance with the
"Lawfulness of Processing" policy below, with regard to specific personal data or specific processing, either in 
the form of a longer-form privacy notice or a so-called "just-in-time" privacy notice. In either case, the content 
of such specific privacy notices (including the data to be processed, the data subject(s) in question and/or the 
purposes of the processing in question) will be determined at the relevant time.

A general privacy statement in the form of the example attached at section 1.1 of the Appendix will be 
adopted by the Company and will include:

1. the identity and contact details of the data controller;

2. the purposes for which the data are intended to be processed and the legal basis for the processing;

3. the recipients of the personal data;

4. where applicable, the fact that the data controller intends to transfer personal data to a third country 
or international organisation and whether there is an adequate level of protection for the rights and 
freedoms of data subjects as prescribed in the Data Protection Law;

5. the period for which the data will be stored, or if that is not possible the criteria used to determine 
that period;

6. information concerning the rights of data subjects to include the handling of data subject requests, 
the right to be forgotten, right to rectification and the right to restrict processing;

7. where the processing is based on consent, the existence of the right to withdraw the consent; and

8. a statement of the right to complain to the Data Protection Regulator.

A general form of privacy notice is attached at section 1.2 of the Appendix.
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3. Lawfulness of Processing

Policy

The Company will only undertake the processing of personal data for the purposes for which it was collected 
and in accordance with Data Protection Legislation. The Company has adopted this manual to demonstrate the 
measures that it has put in place in seeking compliance with Data Protection Legislation.

Procedure

The Company will only process personal data if it can determine an appropriate lawful basis (or bases, if more 
than one applies) for doing so, from the following:

1. Contract - the processing is necessary for the performance of a contract between the Company and 
the data subject or for the taking of steps at the request of the data subject with a view to entering 
into such a contract;

2. Legitimate Interests - the processing is necessary for the purposes of a legitimate interest pursued by 
the Company or by the third party to whom the data is disclosed unless the processing is unwarranted 
in any particular case by reason of prejudice to the rights and freedoms or legitimate interests of the 
data subject;

3. Vital Interests - the processing is necessary to protect the vital interests of the data subject or any 
other natural person;

4. Public Functions - the processing is necessary for the administration of justice, the exercise of any 
functions conferred on any person by on under any enactment; the exercise of any functions of the 
Crown, the States or any public authority; or the exercise of any other functions of a public nature 
with a legal basis in Jersey law to which the controller is subject and exercised in the public interest by 
any person; and

5. Consent - the data subject has consented to the processing of his or her data for one or more specific 
purposes.

In the majority of cases, the legal basis upon which the Company processes personal data will either be 
"Contract" or "Legitimate Interests".

Where the Company relies on Legitimate Interests it will consider (a) what the Legitimate Interests are; 
(b) whether the processing is necessary to achieve it; and (c) balance those Legitimate Interests against the 
data subject's interests, rights and freedoms (including whether the data subject would reasonably expect the 
processing or whether the processing would cause unjustified harm to the data subject).

The Company's privacy statement will include details of its Legitimate Interests and the Company will keep a 
record of its assessment of Legitimate Interests in each case.

Where the Company intends to process personal data for a purpose other than that for which it was collected, 
the Company must provide the data subject with information on the other purpose in a new privacy notice 
before such new processing can take place.

Where the Company appoints a third party to process personal data on its behalf, it will do so in accordance 
with its "Appointment of Processors" policy below.
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4. Consent

Policy

The Company will not generally rely on "consent" as the lawful basis for processing.  Where it does, the 
Company will ensure that it is able to demonstrate that the data subject has consented to the processing of his 
or her personal data. Consent must be freely given, specific and informed and it must be an unambiguous 
indication of the data subject's wishes, by which he or she, by a statement or by clear affirmative action, orally 
or in writing, signifies his or her agreement to the processing of the personal data in question.

Procedure

In situations where it is necessary to obtain consent, the Company will seek (and obtain) that consent prior to 
the processing of personal data in question, by informing the data subject of its identity and the purposes of 
the processing for which the personal data is intended. The Company will provide for distinct (granular) 
options to consent separately to different purposes and types of processing and it will obtain separate consent 
if it subsequently intends to process personal data in a manner not envisaged by the original consent.

The Company must be able to establish the presence of consent and further demonstrate that:

1. the request for consent was in a concise, intelligible and easily accessible form;

2. where the request was in writing together with other matters, that it was clearly distinguishable from 
those other matters; 

3. where the request was by electronic means, that it was sought in a way that was not unnecessarily 
disruptive to the use of the service for which the request was provided; 

4. where consent was sought for the purposes of the performance of a contract that includes the 
provision of service, that consent was necessary for the performance of the contract or, if it was not 
necessary, the Company has advised the data subject that he or she may refuse separate consent for 
the provision of the service without prejudice to the performance of the contract;

5. the data subject was informed of the right to withdraw consent at any time and that it is as easy to 
withdraw consent as it was to give it; and

6. it has taken reasonable efforts to verify that the person giving consent is who the person claims to be.
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5. Records of Processing

Policy

The Company will maintain a written record of the processing activities for which it is responsible containing 
the details prescribed in the Data Protection Law.

Procedure

The Company will maintain records of processing activities that include, among other things:

1. the purposes of the processing;

2. a description of the categories of data subjects and personal data processed;

3. a description of the recipients (if any) to whom the Company intends to, or may wish to, disclose the 
data;

4. where data will be transferred to a third country or an international organisation, the name of that 
country or organisation;

5. the period for which data retention for each category of data is expected; and

6. a description of the technical and organisational measures implemented in respect of the processed 
data.

A form of a record of processing that the Company will utilise can be found at section 1.3 of the Appendix.
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6. Data Subject Access Rights

Policy

It is the policy of the Company to deal with data subject access requests without undue delay, but in any event 
within the time limit stipulated by the Data Protection Law. 

Procedure

Where the Company receives a data subject access request it will, without undue delay but no later than 4 
weeks following receipt of the request unless it is entitled to an extension (see below), take the necessary 
actions to identify the data subject making the request and provide the requested information.

The data subject has the right to obtain the following from the Company:

1. confirmation that the Company is processing his or her personal data;

2. a copy of his or her personal data; and

3. supplementary information, including: 

a) the purposes of the Company's processing;

b) the categories of personal data concerned;

c) the recipients or categories of recipient the Company discloses the personal data to;

d) the Company's retention period for storing the personal data or, where this is not possible, the 
Company's criteria for determining how long the Company will store it;

e) the existence of their right to request rectification, erasure or restriction or to object to such 
processing;

f) notification of the right to lodge a complaint with the Data Protection Regulator;

g) information about the source of the data where it was not obtained directly from the 
individual;

h) the existence of automated decision-making (including profiling); and

i) the safeguards the Company provides if the Company transfers personal data to a third 
country or international organisation.

In relation to copy personal data, the Company will remember that the data subject has the right to receive a 
copy of the information and not a copy of any original document and only copies of his or her own personal 
data and not information relating to other people. Copy information may be redacted to protect the identity of 
other people. 

The Company will also remember that much of the supplementary information listed in paragraph 3. above 
may already appear in its privacy statement and the Company may draw the attention of the data subject to 
that as an alternative to supplying that information each time on a case-by-case basis.

The period of 4 weeks may be extended by a further 8 weeks where the complexity and number of requests 
requires additional time and the Company will inform the data subject of any such extension within 4 weeks of 
receipt of the request, together with the reasons for the delay.
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If the Company has any doubts concerning the identity of the individual making a subject request the Company 
will request whatever additional information it deems appropriate given the circumstances and will only 
supply the requested information once it has satisfied itself of the identity of the individual making the 
request. 

The Company will, where possible, respond to data subject requests electronically where the request was 
made by electronic means, unless otherwise requested by the data subject.

Data subject requests will be responded to free of charge unless in a director's opinion the request from the 
data subject is manifestly vexatious, unfounded or excessive, in particular because of its repetitive character. 
In such cases, the Company will charge a reasonable fee to cover the administrative costs of dealing with the 
request or, in extreme cases, will refuse to act.

If the Company decides to charge a fee in any particular case or to refuse to deal with a particular request, it 
will:

1. make a record of its justification for that decision; and

2. contact the data subject promptly and inform him or her of, as the case may be, the fact that the 
Company:

a) requires a fee and the amount to be charged; or

b) has decided to refuse the request and the reasons for that refusal.

Where it requires a fee, the Company will not comply with the request until it has received the fee.

The Company will address subject access requests by the use of the Subject Access Request form at section 1.4
of the Appendix.

The Company will maintain a register of subject access requests in the form attached at section 1.10 of the 
Appendix.
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7. Right to Erasure (or the "Right to be Forgotten")

Policy

The Company will, where the data subject has the right under Data Protection Legislation to have personal 
data erased, comply with a request from a data subject for the erasure of his or her personal data without 
undue delay, but in any event within the time limit stipulated by the Data Protection Law. A data subject will 
have this right if:

1. the processing of the personal data in question is no longer necessary for the purpose which it was 
originally collected or processed;

2. the Company is relying on consent as its lawful basis for holding the data and the data subject 
withdraws his or her consent;

3. the Company is relying on legitimate interests as its basis for processing and the data subject objects 
to the processing of his or her data, and there is no overriding legitimate interest to continue the 
processing;

4. the Company is processing the personal data for direct marketing purposes and the data subject 
objects to that processing;

5. the Company has processed the personal data unlawfully; or

6. the Company has to erase the personal data to comply with a legal obligation.

However, the right to erasure does not apply if processing is necessary for one of the following reasons:

1. to exercise the right of freedom of expression and information;

2. to comply with a legal obligation;

3. for the performance of a task carried out in the public interest or in the exercise of official authority;

4. for archiving purposes in the public interest or statistical purposes where erasure is likely to render 
impossible or seriously impair the achievement of that processing; or

5. for the establishment, exercise or defence of legal claims.

Procedure

Upon receipt of a request for the erasure of a data subject's personal data, the Company will, where the data 
subject has the right under Data Protection Legislation to have that personal data erased, comply with the 
request without undue delay but no later than 4 weeks following receipt of the request unless it is entitled to 
an extension (see below). 

The erasure of a data subject's personal data will be carried out free of charge unless in a director's opinion the 
request from the data subject is manifestly vexatious, unfounded or excessive, in particular because of its 
repetitive character. In such cases, the Company will charge a reasonable fee to cover the administrative costs 
of dealing with the request or, in extreme cases, refuse to deal with the request.

If the Company decides to charge a fee in any particular case or to refuse to deal with a particular request, it 
will:

1. make a record of its justification for that decision; and
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2. contact the data subject promptly and inform him or her of, as the case may be, the fact that the 
Company:

a) requires a fee and the amount to be charged; or

b) has decided to refuse the request and the reasons for that refusal.

Where it requires a fee, the Company will not comply with the request until it has received the fee.

Apart from contacting the data subject if the Company intends to charge a fee, the Company will provide 
information to the data subject on the action it has taken with respect to a request for the erasure of data
without undue delay and in any event within 4 weeks of receipt of the request. The period of 4 weeks may be 
extended by a further 8 weeks where necessary, taking into account the complexity and number of requests, 
and the Company will inform the data subject of any such extension within 4 weeks of receipt of the request, 
together with the reasons for the delay.

The Company will communicate any erasure of personal data carried out in response to a request acceded to 
in accordance with this policy to each recipient to whom the personal data in question has been disclosed, 
unless this is impossible or involves disproportionate effort. The Company will inform the data subject about 
those recipients if the data subject requests it.

The Company will make a record of its justification for any determination that the communication of the 
erasure of the personal data in question to all recipients is impossible or involves disproportionate effort.

The Company will address a data subject's right to be forgotten by the use of the Right to Erasure Request
form at section 1.6 of the Appendix.

The Company will maintain a register of requests by data subjects to exercise their right to be forgotten in the 
form attached at section 1.10 of the Appendix.
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8. Right to Rectification

Policy

The Company will comply with requests from a data subject for the rectification of data held on him or her 
without undue delay, but in any event within the time limit stipulated by the Data Protection Law.

Procedure

Upon receipt of a written request from a data subject asserting that his or her personal data held is inaccurate 
or incomplete the Company will:

1. take all reasonable steps to determine whether the personal data is inaccurate or incomplete and, if 
appropriate, take steps to rectify or complete the data;

2. take no action where the Company determines that it is satisfied as to the accuracy and completeness 
of the personal data; or

3. where is it unreasonable to confirm or verify the accuracy of the personal data, the Company will 
record a statement in respect of that personal data that states that the data subject has disputed the 
accuracy or completeness of that personal data.

The Company will provide information to the data subject on the action it has taken with respect to a request 
for the rectification of data without undue delay and in any event within 4 weeks of receipt of the request. The 
period of 4 weeks may be extended by a further 8 weeks where necessary, taking into account the complexity 
and number of requests, and the Company will inform the data subject of any such extension within 4 weeks 
of receipt of the request, together with the reasons for the delay.

The Company will communicate any rectification of personal data carried out in accordance with a request 
acceded to in accordance with this policy to each recipient to whom the personal data in question has been 
disclosed, unless this is impossible or involves disproportionate effort. The Company will inform the data 
subject about those recipients if the data subject requests it.

The Company will address the data subject's right to rectification by the use of the Right to Rectification 
Request form at section 1.7 of the Appendix.

The Company will maintain a register of requests by data subjects to exercise their right to rectification in the 
form attached at section 1.10 of the Appendix.
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9. Right to Restrict Processing

Policy

In the circumstances where a data subject has a right to restrict the processing undertaken, and upon receipt 
of such a request, the Company will, without undue delay, but in any event within the time limit stipulated by 
the Data Protection Law, restrict processing in accordance with the Data Protection Law.

Procedure

Data subjects have the right to restrict processing, for either a particular period (where stated below) or 
indefinitely, where one of the following circumstances applies:

1. where the accuracy of the personal data is contested by the data subject, for such a period as will 
enable the Company to verify the accuracy of the personal data;

2. where the processing is unlawful and the data subject opposes the erasure of the personal data and 
requests the restriction of its use instead;

3. where the Company no longer needs the personal data for the purpose of the processing, but the 
data are required by the data subject for the establishment, exercise or defence of legal claims;

4. where the data subject has objected to processing which has been undertaken on the basis of a public 
function and/or the Company's legitimate interests, until such time as the Company has determined 
whether the public function and/or its legitimate interests override those of the data subject.

The Company will provide information to the data subject on the action it has taken with respect to a request 
to restrict processing without undue delay and in any event within 4 weeks of receipt of the request. The 
period of 4 weeks may be extended by a further 8 weeks where necessary, taking into account the complexity 
and number of requests, and the Company will inform the data subject of any such extension within 4 weeks 
of receipt of the request, together with the reasons for the delay.

Where a restriction has been put in place in satisfaction of one of the above conditions and that restriction is 
to be lifted, the Company will write to the data subject to inform him or her of the proposal to lift the 
restriction before doing so. The Company will wait for a reasonable period for a response from the data 
subject before lifting the restriction and, if the data subject objects to the restriction being lifted, the Company
will take reasonable account of that objection before taking further action. The Company will make a record of 
its justification for the action that it does or does not take in this regard.

Where data processing has been restricted, the personal data affected may (where permitted) be stored by 
the Company, but will only be otherwise processed by it in the following situations:

1. with the data subject's consent;

2. for the purposes of any legal proceedings, obtaining legal advice or establishing, exercising or 
defending legal rights;

3. where it is necessary in order to protect the vital interest of the data subject or any natural person; or

4. where the processing is necessary for reasons of substantial public interest provided for by law and is 
subject to appropriate protections to protect the rights and interests of the data subject.
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The Company will communicate any restriction of the processing of personal data carried out in accordance 
with a request acceded to in accordance with this policy to each recipient to whom the personal data in 
question has been disclosed, unless this is impossible or involves disproportionate effort. The Company will 
inform the data subject about those recipients if the data subject requests it.

The Company will address the data subject's right to restrict processing by the use of the Right to Restrict 
Processing Request form at section 1.8 of the Appendix.

The Company will maintain a register of requests by data subjects to exercise their right to restrict processing 
in the form attached at section 1.10 of the Appendix.
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10. Right to Object to Processing

Policy

The Company will observe the rights of data subjects to object to the processing of data held on them where 
the Company processes that data on the basis of a "public function" and/or its "legitimate interests".

Procedure

Where the processing of any personal data is based exclusively on the grounds of processing for the purpose 
of a public function or for the purposes of the Company's legitimate interests, or any combination of those 
conditions: 

1. the data subject has the right to object to the processing; and 

2. the Company will notify the data subject of the processing and the data subject's right to object to it. 

The notification of processing for the purpose of a public function or for the purposes of the Company's
legitimate interests will be given to the data subject at or before the time of the Company's first 
communication with the data subject: 

1. explicitly; and 

2. separately from any other matters notified to the data subject. 

Except as stated below, the Company will cease the processing of personal data if the data subject objects in 
writing to such processing. 

The Company will not cease the processing of personal data for the purpose of a public function or for the 
purposes of its legitimate interests where the Company can demonstrate that there are compelling legitimate 
interests or public interests in continuing to process the data that: 

1. outweigh the interests, rights and freedoms of the data subject; or 

2. are necessary for the establishment, exercise or defence of legal claims.

Where a data subject has objected to the processing of personal data by the Company, but the Company
determines that it is nevertheless permitted to continue to process that personal data on the grounds stated 
above, the Company will make a record of its justification for the action that it does or does not take in this 
regard.

The Company will address the data subject's right to object to processing by the use of the Right to Object to 
Processing Request form at section 1.9 of the Appendix.

The Company will maintain a register of requests by data subjects to exercise their right to object to processing 
in the form attached at section 1.10 of the Appendix.
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11. Appointment of Processors

Policy

On each occasion that the Company enters into any transaction or arrangement that will involve a third party 
having access to or dealing with personal data in respect of which either: (a) the Company is the controller and 
the third party will be a processor, or (b) the Company is itself a processor and the third party will be a sub-
processor, the Company will observe the provisions specified in paragraphs 1. to 4. below. 

The transactions or arrangements contemplated by this policy include contracts for services and sub-contracts, 
where the third parties are the service providers or the sub-contractors and the processing (or sub-processing) 
contemplated by this policy includes that which takes place preparatory to such transactions or arrangements 
and that which takes place in the course of their fulfilment. 

1. The Company will only use processors that provide sufficient guarantees to implement appropriate 
technical and organisational measures in such a manner that the processing will meet the 
requirements of Data Protection Legislation.

2. The Company will require that a processor must not engage another processor (a sub-processor) 
without the prior specific or general written authorisation of the Company and, where the 
authorisation is general, the Company will require that processor must inform the Company of any 
intended changes concerning the addition or replacement of any sub-processor, so that the Company 
may object to the changes prior to the appointment or replacement of the sub-processor in question.

3. The Company recognises the desirability (subject to it having the right to impose conditions in certain 
cases, to it periodically reviewing any general authorisation granted and to it having the right to 
object to changes of sub-processors) of its granting a general authorisation to the service provider 
appointed by it from time to time to act as its administrator to appoint other members of the 
administrator's group (which may be outside the European Economic Area) and/or others, such as 
third party data centre operators, "cloud" service providers and outsourced and support service 
providers, as sub-processors to support the provision of services by that administrator.

4. All processing activities undertaken by a processor on behalf of the Company will be governed by a 
written contract, or other document with legal effect, between the two, that: 

a) is binding on the processor; and 

b) sets out the subject-matter and duration of the processing, the nature and purpose of the 
processing, the type of personal data and categories of data subjects and the obligations and 
rights of the controller.

5. The contract must, in particular, require that the processor: 

a) processes the personal data only on documented instructions from the Company, unless 
required to do so by applicable law, in which case the processor must be required to inform 
the Company of that legal requirement before processing, unless that law prohibits such 
information being given; 

b) ensures that persons authorised to process the personal data are subject to appropriate duties 
of confidentiality; 

c) takes all measures required under Data Protection Legislation relating to the data subject's 
right to object to processing; 
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d) respects the requirements for controller authorisation prior to engaging another processor
(except to the extent that the engagement of that other processor is covered by a relevant
general authorisation), for informing the Company of changes and for the provision by such 
other processor of guarantees concerning its implementation of appropriate technical and 
organisational measures to protect the personal data;

e) remains fully liable to the Company for the performance of the obligations by any other 
processor appointed by it;

f) assists the controller to fulfil its obligations to respond to requests from data subjects relating 
to their data privacy rights;

g) assists the Company in relation to its obligations relating to the rights of data subjects (right to 
rectification, the right to data portability and the right to object);

h) either deletes or returns all personal data to the Company after the end of the provision of 
services and that it deletes any copies unless applicable law requires storage of the personal 
data; and

i) makes available to the Company all information necessary to demonstrate compliance with the 
obligations laid down in Data Protection Legislation relating to the appointment of a processor 
(including an obligation to immediately inform the Company if, in its opinion, an instruction 
infringes Data Protection Legislation) and allows for and contributes to audits, including 
inspections, conducted by the Company or another auditor mandated by the Company.

Procedure

The Company will ensure that, where it intends to appoint a processor, it does so under a written contract or 
other document with legal effect, that complies with the policy stated above.
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12. Breach Reporting

Policy

It is the policy of the Company to maintain a register of data breaches and, in the case of a Personal Data 
Breach, the Company will, without undue delay and, where feasible, not later than 72 hours after having 
become aware of the Personal Data Breach, notify the Data Protection Regulator, in writing, unless the 
Personal Data Breach is unlikely to result in a risk to the rights and freedoms of natural persons. Where the 
Personal Data Breach is likely to result in a high risk to the rights and freedoms of individuals, the Company will 
also notify the data subject(s) affected by the Personal Data Breach without undue delay, in the manner and 
form required by the Data Protection Law. 

Procedure

The Company will maintain a register of data breaches that will include, in as much detail as is reasonably 
possible at the relevant time, the facts relating to the breach, including whether it is to be characterised as a
"Personal Data Breach", the effects of the breach, the remedial action taken and, if relevant, when any 
notification was made to the Data Protection Regulator/the data subject(s) or, if no such notification was 
made, the reasons for not making it.

As soon as practicable and no later than 72 hours following the discovery of a data breach that is a "Personal 
Data Breach", the Company will write to the Data Protection Regulator in clear and plain language providing:

1. a description of the nature of the Personal Data Breach, including where possible, the categories and 
approximate number of data subjects concerned and the categories and approximate number of 
personal data records concerned;

2. the name and contact details of the contact point where further information can be obtained;

3. an overview of the likely consequences of the Personal Data Breach; and

4. a description of the measures taken or proposed to be taken to address the Personal Data Breach, 
including where appropriate, measures to mitigate its possible adverse effects. 

Where the data breach is likely to result in a high risk to the rights and freedoms of individuals, the Company 
will, subject to the remainder of this paragraph, also notify the data subject(s) affected by the Personal Data 
Breach without undue delay. A Personal Data Breach will not be communicated to the affected data subject(s) 
if:

1. the Company has implemented proportionate technical and organisational protection measures (in 
particular measures such as encryption that render the personal data unintelligible to any person who 
is not authorised to access it), and those measures were applied to the personal data affected by the 
Personal Data Breach;

2. the Company has taken subsequent measures which ensure that the high risk to the rights and 
freedoms of data subjects is unlikely to materialise; or

3. it would involve disproportionate effort, in which case there must be a communication or similar 
measure whereby the data subjects are informed in an equally effective manner.

The Company will address data breaches by the use of the Data Breach Notification form at section 1.11 of the 
Appendix. When assessing the severity of the risk associated with the breach, it will use the Risk Assessment at 
section 1.12 of the Appendix.

The Company will maintain a register of data breaches in the form attached at section 1.13 of the Appendix.
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13. Security

Policy

The Company is required to implement technical and organisational measures against unauthorised or 
unlawful processing of personal data and against accidental loss or destruction of, or damage to, personal data 
that are proportionate to the risk of harm posed to the rights of data subjects by such events.

The Company has appointed Ocorian to act as its administrator and, as part of those services, to process all of 
its data on its behalf. In making this appointment, the Company has satisfied itself that Ocorian has in place, 
itself and through other members of the Ocorian group, the necessary technical and organisational measures 
in respect of the security of personal data in order for the Company to discharge its own obligations as a data 
controller in this regard. 

In particular, the Company notes that:

1. data is held on Ocorian's physical hosts running virtual servers, located in the primary data centre in 
Ocorian's premises in St Helier, backed-up to an independently-certified third party data centre;

2. all premises used by Ocorian for its IT infrastructure are secured by access control systems and only a 
limited number of staff members and, on occasion, reputable and trusted third party IT suppliers that 
are subject to appropriate data protection and confidentiality obligations, have supervised physical or 
remote access to Ocorian's IT infrastructure and systems;

3. Ocorian adopts a "privacy-by-design" approach in its activities to minimise data and privacy risks, by 
using measures such as:

a) the use of opportunistic encryption on emails;

b) dual-factor authentication for accessing Ocorian's systems from outside its premises;

c) fob or fob-and-PIN access on all entry points to its premises and internally on each floor;

d) a "clear desk" policy, including secure overnight storage of client-related documents; and

e) the prompt shredding of hard copy documentation no longer needed.

The Company will from time to time review Ocorian's ongoing data protection capabilities, among other 
things, exercising its rights as controller to conduct an audit. 

Procedure

The Company will maintain a level of oversight of Ocorian to ensure the proper performance of its duties 
under, among other things, the Data Processing Provisions. The Company will from time to time also review 
the technical and organisational measures taken by Ocorian in managing the security of the data and will 
ensure that at all times the Ocorian systems provide for:

1. appropriate measures to protect the security of personal data, including - where the risk of harm 
warrants it - the pseudonymisation of data or the encryption of data;

2. the ability to ensure the ongoing confidentiality, integrity, availability and resilience of processing 
systems and services;

3. the ability to restore the availability and access to personal data in a timely manner in the event of a 
physical or technical incident; and



GDPR Manual - Adopted 27 November 2018

26
Ref  CCR/HSS/HSS/CLJ5124007/0001/27734136v1

4. a process for regularly testing, assessing and evaluating the effectiveness of technical and 
organisational measures for ensuring the security of the processing,

by, among other things, exercising its rights as controller to conduct an audit. 
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APPENDIX

1.1 Form of Privacy Statement
5

PRIVACY STATEMENT

This Privacy Statement is a general notice of information to data subjects in respect of the processing of their 
personal data for the purposes of Applicable Data Protection Law (as defined below).

This Privacy Statement has been adopted by [Company name]. 

In the remainder of this Privacy Statement:

1. [Company name] is referred to as the "the Company";

2. the member(s) of the Ocorian Group providing administration services to the Company is/are 
collectively referred to as "Ocorian"; and 

3. "you" refers to the recipient or reader of it, and "your" is to be read accordingly. 

The expression "Applicable Data Protection Law" means data protection legislation in the jurisdiction(s) in 
which the Company operates, including, in particular the European Union's General Data Protection Regulation 
("GDPR").

The Company is bound by Applicable Data Protection Law and it is committed to protecting your privacy. 

This Privacy Statement is given by the Company acting in its capacity as a data controller in relation to its 
collection and use of your Personal Data, whether that Personal Data is provided by you to the Company or 
whether it is provided by someone else or is collected by the Company itself, and sets out the basis on which 
that Personal Data will be processed.

In this Privacy Statement, the phrase "those connected with you" refers to (a) your employees, contractors 
and other people who deal with the Company on your behalf, whether an individual, a corporate body or some 
other form of entity or organisation and (b) those people who represent other entities or organisations that 
the Company might deal with, such as advisers, regulators and suppliers.

Please read this Privacy Statement carefully to understand the Company's practices regarding your Personal 
Data and how the Company will treat it. If you have any queries regarding anything in this Privacy Statement, 
please contact privacy@ocorian.com.

Depending on the nature of your relationship with the Company (if any), the Company may provide you with 
an additional privacy notice from time to time, which may be more specifically related to how the Company 
uses your Personal Data in a particular case. The particular nature of the processing, type of data collected 
and/or purpose(s) of the processing will be set out in each such additional privacy notice.

Purpose of Data Protection

The purpose of data protection legislation is to protect the rights and privacy of individuals ("Data Subjects") in 
respect of the Processing of Personal Data concerning them. "Personal Data" is any information relating to an 
identified or identifiable natural person. A person is "identifiable" if he or she can be identified, directly or 
indirectly, not only by things such as a name or an identification number, but also by things such as location 

                                                     
5 This form anticipates the processing of personal data by a company that is a general partner of a fund and contains provisions as regards 

the type of personal data to be processed, the relevant data subjects and the possible recipients of such personal data that are specific to 
those circumstances. If this manual is to be adopted by an entity other than a company that is the general partner of a fund, the content 
of this form will need to be adapted as appropriate.

mailto:privacy@ocorian.com
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data or some factor specific to (for example) the physical, physiological or social identity of that person. More 
common examples of Personal Data include names, identification numbers, contact information, identity 
documents and photographic images. "Processing" covers any activity involving Personal Data and includes 
such things as the collection, recording, storage, adaptation, use, disclosure and destruction of Personal Data. 

The Company will Process Personal Data in accordance with Applicable Data Protection Law. 

The Company's Policies

The Company has policies and procedures that aim to ensure that all directors, service providers and others 
that it works with and who Process any Personal Data held by it, or on its behalf, wherever in the world, are 
aware of, and abide by, their duties under Applicable Data Protection Law. The Company abides by standards 
of data protection which require among other things that Personal Data must be:

1. processed lawfully, fairly and in a transparent manner;

2. collected for lawful purposes that are clearly specified and only further processed for compatible 
purposes;

3. relevant and limited to what is necessary for the purposes of the processing;

4. accurate and kept up to date, with inaccurate Personal Data being erased or rectified without delay;

5. kept for no longer than is necessary; and

6. processed in a secure manner, including protection against unauthorised or unlawful processing and 
against accidental loss, destruction or damage.

Whose Personal Data does the Company process?

Directors and Legal and Beneficial Owners

The Company deals with individuals and organisations that are connected to it, such as directors and legal and 
beneficial owners.

As a person connected with the Company or as a person that works for or is otherwise connected with an 
organisation that is connected with the Company that, in either case, falls under this paragraph, the Personal 
Data that the Company will Process about you may include personal and/or professional contact details
(addresses, telephone numbers, email addresses), copy identity documents and proofs of address, curriculum 
vitae, bank details and data to facilitate tax information exchange and, if you leave a voicemail message, that 
message may be Processed in a similar manner to email and postal correspondence.

Investors, Settlors, Protectors and Beneficiaries 

The Company may also deal with other individuals and organisations such as investors (and potential 
investors) in (for example) a fund of which the Company is general partner or otherwise associated or such as 
settlors, protectors and beneficiaries of a trust of which the Company is trustee or otherwise associated.

As a person connected with the Company or as a person that works for, or is otherwise connected with, an 
organisation that is connected with the Company that falls, in either case, under this paragraph, the Personal 
Data that the Company will Process about you may include personal and/or professional contact details 
(addresses, telephone numbers, email addresses), copy identity documents and proofs of address, curriculum 
vitae, bank details and data to facilitate tax information exchange and, if you leave a voicemail message, that 
message may be Processed in a similar manner to email and postal correspondence.
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Advisers and Regulators 

The Company may also deal with those individuals and organisations that provide professional advice or 
services to it and those that may supervise and regulate it.

In such cases, if you provide professional advice or services to the Company or work for, or are otherwise 
connected with, an organisation that provides professional advice or services to the Company, the Personal 
Data that the Company will Process about you may include personal and/or professional contact details 
(addresses, telephone numbers, email addresses) and, if you leave a voicemail message with the Company, 
that message may be Processed in a similar manner to email and postal correspondence. 

Suppliers

If you are a supplier or a potential supplier of goods or services to the Company or work for, or are otherwise 
connected with, an organisation that is a supplier or a potential supplier of goods or services to the Company, 
the Personal Data about you that the Company will Process may include personal and/or professional contact 
details (addresses, telephone numbers, email addresses), documents and other proofs of standing and 
reputation and details of bank accounts and/or other payment details and, if you leave a voicemail message, 
that message may be Processed in a similar manner to email and postal correspondence. 

How the Company uses Personal Data

Directors and Legal and Beneficial Owners

If you are a director or a legal or beneficial owner of the Company, it will process Personal Data about you and 
those connected with you under its legal obligations to:

1. if you are a director, to deal with and to administer your directorship role in the Company and to take all 
other actions that are necessary or desirable for it to be able to fulfil its rights and your obligations in 
accordance with (i) the constitutional documents of the Company; (ii) other agreements and documents of 
whatever nature pursuant to which you and/or the Company have (has) rights or obligations; and/or (iii) 
applicable law, in each case arising out of, or in connection with, your directorship role in the Company;

2. if you are a legal or beneficial owner, to deal with and to administer your investment or ownership 
interest in the Company and to take all other actions that are necessary or desirable for it to be able to 
fulfil its rights and your obligations in accordance with (i) the constitutional documents of the Company; 
(ii) other agreements and documents of whatever nature pursuant to which you and/or the Company 
have (has) rights or obligations; and/or (iii) applicable law, in each case arising out of, or in connection 
with, your investment or ownership interest in the Company;

3. collect and use certain information, for example with regard to the maintenance of statutory registers and 
for the purpose of the automatic exchange of information concerning tax matters; 

4. carry out on-going due diligence or other "know-your-customer", anti-money laundering, counter-terrorist 
financing or anti-bribery checks;

5. comply with other applicable law and regulations in the various jurisdictions in which the Company 
operates;

or in its legitimate interests:

6. to manage its infrastructure and business and to further its business interests;

7. to comply with policies and procedures under applicable professional regulation, guidelines or notices 
and/or that may have been put in place by the Company, including those relating to regulatory review 
and/or oversight and risk management; and
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8. for other purposes which the Company may notify you of from time to time, and obtaining your consent 
where necessary.

Investors, Settlors, Protectors and Beneficiaries 

If you are an investor (or potential investor) in (for example) a fund of which the Company is general partner or 
otherwise associated or if you are a settlor, protector or beneficiary of a trust of which the Company is trustee 
or otherwise associated, the Company will process Personal Data about you and those connected with you in 
order:

1. to deal with and to administer, as the case may be, your investment or ownership interest in the fund or 
your interest in, or other role in relation to, the trust and to take all other actions that are necessary or 
desirable for it to be able to fulfil its obligations to you in accordance with (i) the constitutional documents 
of, as the case may be, the fund or the trust; (ii) other agreements and documents of whatever nature 
pursuant to which you and , as the case may be, the fund or the trust have (has) rights or obligations; 
and/or (iii) applicable law, in each case arising out of, or in connection with, your investment or ownership 
interest in the fund or your interest in, or other role in relation to, the trust;

under its legal obligations to:

2. collect and use certain information, for example with regard to the maintenance of statutory registers and 
for the purpose of the automatic exchange of information concerning tax matters; 

3. carry out on-going due diligence or other "know-your-customer", anti-money laundering, counter-terrorist 
financing or anti-bribery checks; 

4. comply with other applicable law and regulations in the various jurisdictions in which the as the case may 
be, the fund or the trust operates;

or in its legitimate interests:

5. to manage its infrastructure and business and to further its business interests and/or the interests of, as 
the case may be, the fund or the trust;

6. to comply with policies and procedures under applicable professional regulation, guidelines or notices 
and/or that may have been put in place by the Company, including those relating to regulatory review 
and/or oversight and risk management; and

7. for other purposes which the Company may notify you of from time to time, and obtaining your consent 
where necessary.

Advisers and Regulators 

If you are a person that is connected with the Company by reason of being the auditor, lawyer, banker or other 
adviser to the Company, or to (for example) a fund of which the Company is general partner or otherwise 
associated or to a trust of which the Company is trustee or otherwise associated, or if you are a person that 
carries out any supervisory or regulatory function in any jurisdiction in connection with the Company or with 
any member of a group of companies of which the  Company is a member or in connection with (for example) 
any fund or trust referred to above, the Company may process Personal Data about you and those connected 
with you for the purpose of its legitimate interest in carrying out its business and/or its legitimate interest in 
relation to any fund or trust referred to above.

Suppliers

As a potential supplier of good or services to the Company or to (for example) a fund of which the Company is 
general partner or otherwise associated or to a trust of which the Company is trustee or otherwise associated,
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the Company will process Personal Data about you and those connected with you, for the purpose of entering 
into and receiving goods or services under a contract with you relevant to carrying out its business and in order 
to:

1. respond to your enquiries about supplying goods or services;

2. conduct checks concerning standing and reputation; 

3. enter into an agreement with you regarding the provision of goods or services; and

4. correspond with you concerning your present and future goods or services.

If you do become a supplier, the Company will need to process Personal Data in order to:

1. administer and manage its relationship with you;

2. respond to enquiries made by you;

3. carry out on-going checks in accordance with legal or regulatory obligations and its own risk management 
procedures;

4. conduct and verify ongoing standing and reputation checks;

5. pay for goods and services received;

6. comply with legal or regulatory obligations; and

7. for other purposes which the Company may notify you of from time to time, and obtaining your consent 
where necessary.

Automated Decision-Making 

The Company does not take any decisions solely on the basis of the automated processing of personal data, 
including profiling, and nor are there any plans for the Company to do so. 

Who the Company shares Personal Data with

The Company may share Personal Data with:

1. its administrators (including Ocorian), business partners, other suppliers of goods and services, affiliates, 
agents and/or sub-contractors for the performance of any agreement between such persons and the 
Company and/or for other reasons connected with or arising from the business of the Company.  The 
Company will require that these third parties only use your information in the manner and for the 
purposes directed by the Company and only to the extent necessary to perform their functions.

2. courts, judicial persons or bodies and quasi-judicial persons or bodies; government departments, 
regulatory or other authorities or bodies (including professional bodies and police and law enforcement 
bodies), taxation and other revenue collecting or protection authorities or bodies;   liquidators, insolvency 
administrators, trustees-in-bankruptcy, personal representatives or similar; or other companies and 
organisations for the purposes of fraud protection and credit risk reduction in cases where the Company is 
under a duty to disclose or share your personal data in order to comply with any legal obligation, or to 
protect its rights or property.
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Security and data retention

Ocorian has, as provider of administration services (including document and certain other data management 
functions) to the Company, taken steps to apply appropriate technical and organisational measures to prevent 
the unauthorised or unlawful processing of Personal Data, and/or the accidental loss or destruction of, or 
damage to, Personal Data. This includes but is not limited to using properly configured and maintained 
firewalls and anti-virus /malware protection on servers and PCs with emails scanned for viruses and spam. 
Ocorian's staff has an obligation to ensure that appropriate security measures are implemented at all times in 
accordance with the guidance set out in its data protection policies and procedures.

As a general rule, the IT tools and applications, such as the e-mail system and the data/client/document 
management systems utilised by Ocorian in the course its provision of administration services to the Company
are administered by members of Ocorian's IT team in Jersey. 

The Company has retention policies in place to meet regulatory requirements. Subject to it deleting data from 
time to time in accordance with its data retention policies (because, for example, it is no longer necessary for 
the Company to keep it), the Company retains Personal Data for as long as is necessary to meet its legal and 
regulatory obligations to retain such information under applicable law. 

Retention periods are kept under review. There may be some cases in which the Company is obliged to delete 
Personal Data the Company processed, such as the data having been processed in breach of the Applicable 
Data Protection Law or to comply with a legal obligation to delete it. In other cases, there may be no specific 
time limit applicable to the retention of particular Personal Data and, in determining how long particular 
Personal Data will be retained for, the Company will use criteria including whether:

(a) the data is no longer necessary for the purpose in relation to which it was collected; and

(b) the data can, if required, be collected again without undue delay or difficulty.

the Company will not, as a general rule, seek or rely on your consent to process Personal Data about you. 
However, to the extent that the Company does on occasion rely on your consent in respect of particular 
Personal Data, the Company will cease processing that Personal Data by deleting it if you withdraw that 
consent at any time, unless and to the extent that the Company is otherwise permitted or required by 
applicable law to continue processing that Personal Data in any manner.

Likewise, where the Company relies on your consent to process "special category" Personal Data, the 
Company will cease processing that "special category" Personal Data by deleting it if you withdraw that 
consent at any time.

You have the right to object to the processing of Personal Data by the Company on the grounds of 
performance of a legal task or its legitimate interest, but that objection must be on grounds relating to your 
particular situation. In such circumstance, the Company will stop processing the Personal Data in question 
unless:

(a) the Company can demonstrate compelling legitimate grounds for the processing, which override 
your interests, rights and freedoms of the individual; or

(b) the processing is for the establishment, exercise or defence of legal claims.

If you do object to the processing of your Personal Data by the Company and, as a result, the Company stops 
processing it, the Company may not be able to continue to honour its contractual obligations to you in a 
particular manner or at all and the Company may, as a result, need to terminate such contractual 
arrangements with you.

If the Company processes your Personal Data on the basis of your consent and you subsequently withdraw 
that consent, the Company will (in the absence of some other lawful basis on which it is permitted or required 
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to continue to process your Personal Data) have to delete that Personal Data. Because the Company will not, 
as a general rule, seek to rely on your consent to process Personal Data about you, it is not possible to give a 
specific example of the consequence of your withdrawal of that consent. However, if you do want to exercise 
your right to withdraw your consent in relation to any of your Personal Information processed on the basis of 
consent, the Company will seek to alert you to the possible consequences of that at the relevant time.

Your right to object to "legitimate interests" is not absolute and the Company may be permitted or required to 
continue to process your Personal Data despite such objection, where, for example, it is legally obliged to 
process it. 

The Company will delete any Personal Data no longer required, and will do so in an appropriate and secure 
manner. 

Data Location

The Company stores data in Jersey on Ocorian's servers at Ocorian's physically-secured premises in St Helier, 
backed-up to an independently-certified third party data centre.

In all cases, where the Company holds Personal Information electronically in "soft copy", it might also hold a 
"hard copy" of that Personal Information at its premises. All such "hard copy" Personal Information is 
protected to a substantially similar degree as "soft copy" Personal Information, in that it too is subject to 
appropriate physical security measures, restrictions on access and to document retention policies.

All premises and data centres used by Ocorian for its IT infrastructure are secured by access control systems 
and only a limited number of staff members and, on occasion, reputable and trusted third party IT suppliers 
that are subject to appropriate data protection and confidential obligations, have supervised physical or 
remote access to Ocorian's IT infrastructure and systems.

The Company may use portals and/or document repositories provided by Ocorian, facilities for controlled 
secure access to documents and information to be shared between the Company, Ocorian and third parties 
(such as investors or auditors) authorised on a case-by-case basis and through which the Company, Ocorian 
and/or authorised third parties can communicate. Such portals and document repositories are operated by 
Ocorian in conjunction with third party service providers and client data is held (and backed-up) in "the cloud"
on servers hosted in independently-certified third party data centres, physically located, variously, in an EEA
member state and/or a third country (such as Jersey) that is on the European Commission's list of countries
ensuring an adequate level of protection for the rights and freedoms of data subjects.

The portals and document repositories provided by Ocorian are, in each case, the subject of contractual 
arrangements between Ocorian and the relevant third party imposing, among other things, obligations on the 
third party to ensure that appropriate technical and organisational measures are implemented by it at all times 
to prevent the unauthorised or unlawful processing of Personal Data, and/or the accidental loss or destruction 
of, or damage to, Personal Data.

To the extent that Ocorian or any other service provider to the Company processes Personal Data in respect of 
which the Company is the controller, the Company will ensure that such service providers are, in each case, 
the subject of contractual arrangements with the Company imposing, among other things, obligations on the 
service provider in question to ensure that appropriate technical and organisational measures are 
implemented by it at all times to prevent the unauthorised or unlawful processing of Personal Data, and/or the 
accidental loss or destruction of, or damage to, Personal Data.

The Company has granted a general authorisation:

a) to Ocorian to appoint other members of the Ocorian Group (which may be outside the European 
Economic Area) as sub-processors; and

https://ec.europa.eu/info/law/law-topic/data-protection/data-transfers-outside-eu/adequacy-protection-personal-data-non-eu-countries_en
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b) to Ocorian and other members of the Ocorian Group to appoint third party data centre operators, 
"cloud" service providers and outsourced and other support service providers, as sub-processors to 
support the provision of the administration services, 

subject to periodic review by the Company and subject to the Company's right to object to the proposed 
appointment by the administrator of a particular sub-processor.

In the case of transfers of Personal Data among members of the Ocorian Group pursuant to either the general 
authorisation referred to above or a specific authorisation, all such members are subject to the internal data 
protection policies and procedures of the Ocorian Group, which are based on GDPR-compliance and they are 
parties to an intra-group data protection agreement, which obliges recipients of Personal Data that are located 
in a country that is not subject to an adequacy decision by the European Commission, to nevertheless apply EU 
standards by agreeing to abide by the obligations set out in the European Commission-approved standard 
contractual clauses.

In certain cases, Personal Data may be transferred to other countries where the Company maintains 
operations or where its service providers other than Ocorian are located. In the case of transfers of Personal 
Data to third parties that are located in a country that is not subject to an adequacy decision by the European 
Commission, the Company will only transfer your Personal Data to third parties that have been approved for 
use by the Company following due diligence and, in each case, provided that such third parties are the subject 
of contractual arrangements with the Company in accordance with the requirements of the GDPR by, for 
example, entering into appropriate European Commission-approved standard contractual clauses relevant to 
transfers between data controllers or between a data controller and a data processor. 

Your rights

You have a number of rights under the GDPR in relation to your Personal Data. You have the right under 
certain circumstances to:

1. have access to your Personal Data by making a "subject access request";

2. have your Personal Data corrected if it is wrong or, in certain circumstances, to have it deleted;

3. have the processing of your Personal Data restricted (while the Company verifies or investigates your 
concerns with this information for example);

4. object to the further processing in certain circumstances of your Personal Data including the right to 
object to marketing;

5. request the Company move your provided Personal Data elsewhere (data portability);

6. to withdraw any consent that you have given the Company if it is processing your Personal Data only 
because you have given that consent; and

7. not have your Personal Data automatically processed.

Company contact details

If:

1. you wish to exercise any of you rights in relation to your Personal Data;

2. you have any complaint about the way in which the Company processes Personal Data; or 

3. you require any further information about this Privacy Statement or its contents, 
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please contact the Company in the first instance at 26 New Street, St Helier, Jersey JE2 3RA, Tel: +44 (0)1534 
507000; Email: privacy@ocorian.com

Data protection regulator contact details

If your request or concern is not satisfactorily resolved by the Company you may approach a relevant data 
protection authority. The contact details for the data protection regulator in Jersey is as follows:

Jersey: Office of the Information Commissioner, Brunel House, Old Street, St Helier, Jersey JE2 3RG. Tel: +44 
(0)1534 716530. Email: enquiries@oicjersey.org

Updates

The Company review its policies and procedures regularly and the Company reserves the right to amend the 
terms of this Privacy Statement from time to time at its absolute discretion. Any amended Privacy Statement 
will be provided to you to ensure that you are aware of its latest policies in relation to the protection of 
Personal Data.

mailto:privacy@ocorian.com
mailto:enquiries@oicjersey.org
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1.2 Form of Privacy Notice
6

PRIVACY NOTICE

This Privacy Notice is given to you pursuant to the requirements of Article 12 of the Data Protection (Jersey) 
Law 2018 because the Company is a data controller with respect to your personal data that you have, or that a 
third party has, made available to it or that the Company has collected. 

The identity and contact details of the controller and the controller's data protection officer (if any)

Controller: the Company

Registered in: Jersey Registered number: [….]

Registered address: 26 New Street, St Helier, Jersey JE2 3RA

The Company does not have a Data Protection Officer.

Purposes of processing and the legal basis for processing

The Company will process personal data as necessary or desirable for it to act as the general partner of [Fund]
(the "Fund") in order:

1. under the limited partnership agreement governing the Fund and/or other documentation concerning 
the Fund and your investment in it to:

a. deal with your investment in the Fund;

b. administer and manage the Fund and its relationship with you; 

c. verify and carry out financial transactions arising out of, or in connection with, your 
investment in the Fund;

d. carry out your instructions and to respond to enquiries made by you;

e. conduct and verify initial and ongoing financial-standing and investor qualifications and other 
regular checks in connection with your investment in the Fund; and

f. request contributions and make distributions and other payments to you;

2. under its legal obligations to:

a. collect and use certain information, for example, for the purpose of the automatic exchange 
of information concerning tax matters; 

b. carry out due diligence or other "know-your-customer", anti-money laundering, counter-
terrorist financing or anti-bribery checks and to make the results of such checks available to 
third parties with a lawful right or obligation to know them; and

                                                     
6 This form anticipates the processing of personal data by a company that is a general partner of a fund and contains provisions as regards 

the type of personal data to be processed, the relevant data subjects and the possible recipients of such personal data that are specific to 
those circumstances. If this manual is to be adopted by an entity other than a company that is the general partner of a fund, the content 
of this form will need to be adapted as appropriate.
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c. comply with other applicable law and regulations in the jurisdiction(s) in which it or the Fund 
operates;

3. or in its legitimate interests:

a. to manage its business operations;

b. to take steps to prevent, detect or investigate crime, fraud, misconduct or any unlawful 
action or omission, whether or not there is any suspicion of any illegality;

c. to comply with policies and procedures under applicable professional regulations, guidelines 
or notices and/or its own or the Fund's policies and procedures, including those relating to 
regulatory review and/or oversight, risk management, internal or external auditing, finance 
and accounting, billing and collections, IT systems and business continuity; 

d. to inform you of other investment opportunities; and

e. for other purposes of which it may notify you from time to time, and obtaining your consent 
where necessary.

The Company will carry out various "processes" on all or some of your personal data. It will, from time to time 
and in accordance with the Data Protection (Jersey) Law 2018, collect it, analyse it, review it, compile it, 
extrapolate from it, store it, duplicate it, transfer it, disclose it and delete it.

The personal data processed by the Company will include:

1. your personal details, such as personal and/or professional contact details (addresses, telephone 
numbers, email addresses), copy identity documents and proofs of address, copy professional 
certificates, date of birth, national identification/passport number or similar and tax reference 
number or similar; 

2. your financial details such as, details of bank accounts and/or other payment details, details of 
financial standing and investment objectives and qualifications; 

3. data to facilitate tax information exchange; and

4. email, postal correspondence and voicemail messages left.

The sources of the personal data processed by the Company will include:

1. subscription forms, investor take-on forms and other information provided by you, whether in 
writing, orally or otherwise;

2. Fund transactions, including investments, distributions and withdrawals; and 

3. public databases or and other information sources, including the media, websites and international 
sanctions lists.

Data Recipients

Personal data may be disclosed where legally required or, unless otherwise prohibited by obligations of 
confidentiality, as necessary or desirable for the purposes identified above, where applicable, to:

1. your professional and other advisers, whose identity you have made known to the Company from 
time to time;
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2. companies and/or other legal or natural persons engaged or employed by it, either for itself or on 
behalf of the Fund, including professional and other advisers;

3. third parties engaged by it, either for itself or on behalf of the Fund, to carry out functions or services 
in relation to the Fund, such as fund administrators, registrars and distributors;

4. bankers, investment managers, lenders and other third parties with a lawful right or obligation to 
receive it so that they may comply with their own customer due diligence, anti-money laundering, 
counter-terrorist financing or anti-bribery checks and tax reporting obligations binding on them;

5. courts, judicial persons or bodies and quasi-judicial persons or bodies; and

6. government departments, regulatory or other authorities or bodies (including professional bodies and 
police and law enforcement bodies), taxation and other revenue collecting or protection authorities 
or bodies. 

Data Transfer

The Company may transfer your personal data to a data recipient identified above that is situated other than 
in the European Economic Area (EEA) or in a country, like Jersey, that is on the European Commission's list of 
countries ensuring an adequate level of protection for the rights and freedoms of data subjects. If the 
Company does transfer your personal data outside the EEA or to a country not on the European Commission's 
list from time to time, it will do so following due diligence and provided that the data recipient is the subject of 
contractual arrangements imposing, among other things, obligations on it to ensure that appropriate technical 
and organisational measures are implemented by it at all times to prevent the unauthorised or unlawful 
processing of personal data, and/or the accidental loss or destruction of, or damage to, personal data, 
consistent with the Company's obligations under the Data Protection (Jersey) Law 2018. 

Period of Data Storage

The Company will retain such of your personal data as is necessary for it to retain from time to time until the 
date upon which processing is no longer necessary for the purposes of you or it performing obligations under 
the limited partnership agreement and/or other documentation concerning the Fund and your investment in 
it, subject in all cases to any longer period over which the Company is required by applicable law to 
retain/store some or all of the personal data for legal or regulatory purposes.

Rights of Data Subjects

You have a number of rights under the Data Protection (Jersey) Law 2018 in relation to your personal data. You 
have the right under certain circumstances to:

1. have access to your personal data by making a "subject access request";

2. have your personal data corrected if it is wrong or, in certain circumstances, to have it deleted;

3. have the processing of your personal data restricted (while the Company verifies or investigates your 
concerns with the information, for example);

4. object to the further processing in certain circumstances of your personal data including the right to 
object to marketing;

5. request the Company moves your personal data elsewhere (data portability);

6. withdraw any consent that you have given the Company if it is processing your personal data only 
because you have given that consent; and

https://ec.europa.eu/info/law/law-topic/data-protection/data-transfers-outside-eu/adequacy-protection-personal-data-non-eu-countries_en
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7. not have your personal data automatically processed.

Legitimate Interests/Consent

To the extent that the Company relies on its legitimate interests as legal basis for its processing of your 
personal data, it has considered the balance between its own interests (among other things, the lawful and 
efficient operation of its business and the Fund) and your interests and it believes that (a) you would 
reasonably expect it to carry out the kind of processing referred to above and (b) such processing will not 
cause you any harm and/or will not seriously impact your rights and freedoms with regard to data privacy. 

You do have the right, in certain circumstances, to object to the processing of your personal data in cases 
(among others) where the Company relies on legitimate interests. However, a possible consequence of your 
exercising such a right is that the Company may no longer be able to administer your investment in the Fund, 
or at least not to the extent, or in the manner that is envisaged by the limited partnership agreement and/or 
other documentation concerning the Fund and your investment in it. 

Your right to object to "legitimate interests" is not absolute and the Company may be permitted to continue to 
process your personal data despite such objection, where, for example, it is legally obliged to process it. 

Where processing is based on consent, you have the right to withdraw that consent at any time. Again, if the 
Company can no longer process some of your personal data because you have exercised your right to 
withdraw your consent, this may affect the Company's ability to administer your investment in the Fund.

A withdrawal of consent may only apply to the particular personal data held for a particular purpose and the 
Company may lawfully continue to process your personal data where it has another legal basis for doing so.

The Company can give you greater details of your rights to object to processing and of the possible 
consequences of their exercise upon request.

Automated Decision-Making 

The Company does not undertake any activities involving the automated processing of personal data, including 
Profiling (broadly, the evaluation of aspects of an individual in order to categorise them or to assess or predict 
their capabilities, interests or future behaviour) or Automated Decision-Making (broadly, a decision based 
solely on automated processing which significantly affects an individual), and nor are there any plans for the 
Company to do so. 

Complaints 

If:
1. you wish to exercise any of you rights in relation to your personal data;

2. you have any complaint about the way in which the Company processes personal data; or 

3. you require any further information about this Privacy Notice, 

please contact the Company in the first instance care of its administrator in Jersey, Ocorian Fund Services 
(Jersey) Limited, 26 New Street, St Helier, Jersey JE2 3RA, Tel: +44 (0)1534 507000; Email:
privacy@ocorian.com

If your request or concern is not satisfactorily resolved by the Company you may approach the data protection 
authority in Jersey. The contact details for the Jersey regulator are: Office of the Information Commissioner, 
Brunel House, Old Street, St Helier, Jersey JE2 3RG. Tel: +44 (0)1534 716530. Email: enquiries@oicjersey.org

https://www.collinsdictionary.com/dictionary/english/categorize
mailto:privacy@ocorian.com
mailto:enquiries@oicjersey.org
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1.3 Record of Processing

Controller Company name:

Registered in: Registered number:

Registered address:

Data Protection Officer (if any):
Name:
Contact email/telephone:

Joint Controller
(if applicable)

Company name:

Registered in: Registered number:

Registered address:

Controller 
Representative
(if applicable)

Company name:

Registered in: Registered number:

Registered address:

Processor Company name: 

Registered in: Registered number:

Registered address:

Data Protection Officer (if any):
Name:
Contact email/telephone:

Processor 
Representative
(if applicable)

Company name:

Registered in: Registered number:

Registered address:

Processing 
Purpose

For the data processor to perform its administration agreement with the data controller dated __/__/____ 
(dd/mm/yyyy) (the "Administration Agreement"), and to take steps before entering into the Administration 
Agreement.

Processing Start 
Date

__/__/____ (dd/mm/yyyy)

Data subjects The personal data processed shall concern the following categories of data subjects only 
(a) individual shareholders and others with a proprietary or investment interest in the data controller;
(b) investors in any funds managed by the data controller 
(c) directors and officers of the data controller, including consultants; 
(d) complainants, correspondents and enquirers with respect to the data controller;
(e) suppliers of the data controller; and
(f) advisers, consultants and other professional experts engaged by the data controller.

Categories of data The personal data processed shall concern the following categories of data only 
(a) names and titles;
(b) job titles;
(c) work/business addresses;
(d) work/business telephone/fax/mobile numbers;
(e) work/business email addresses;
(f) private addresses;
(g) private telephone/fax/mobile numbers;
(h) private email addresses;
(i) education and training details;
(j) employment details;
(k) financial details; and
(l) bank account details.

Special categories 
of data

The personal data processed shall concern the following special categories of data only (if applicable):

(a) racial or ethnic origin;
(b) offences (including alleged offences);
(c) political opinions; and
(d) criminal proceedings, outcomes and sentences.
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Processing 
operations

The personal data processed will be subject to the following basic processing activities (please specify):
As specified in the Administration Agreement.

Technical and 
Organisational 
Measures

Please see the Ocorian Privacy Statement at https://www.ocorian.com/privacy-statement/

Transfer of data 
outside of EEA

Processing involves transfers outside EEA
7
: Yes/No (please indicate one, as appropriate)

If "Yes", specify destination(s): 

Transfers outside EEA prohibited: Yes/No (please indicate one, as appropriate) 

If permitted, basis of transfer outside EEA: 

Ocorian Appropriate Safeguards/Consent/Other (please indicate one, as appropriate)

If "Consent", please specify who gave the consent, its date and any specific limitations.

If "Other", please specify the basis. 

Time limits for 
erasure

Please see the Ocorian Privacy Statement at https://www.ocorian.com/privacy-statement/

Signed by or for the Controller: Signed by or for the Processor:

Name: Name:

Title: Title:

Signature: Signature:

Date: Date:

                                                     
7

The EEA is the 28 countries in the EU, and Iceland, Liechtenstein and Norway.

https://www.ocorian.com/privacy-statement/
https://www.ocorian.com/privacy-statement/
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1.4 Subject Access Request Form

Company Name

Fund Name (if applicable)

Ocorian Client Number

Data Subject Type
For example, Investor /Shareholder 
/Director 

Data Subject Name

Date Subject Access Request (SAR) 
received and by whom

Method of receipt

Mandatory Response Date
(information must be provided within 
four weeks of receipt of request)

Has the Data Subject been adequately 
identified? 
Please give details.

Date SAR passed to data privacy officer 
(or, where none appointed, a director of 
the Company)

Date:

Completion by data privacy officer (or, where none appointed, a director of the Company) 

Is the Data Subject permitted to obtain 
the requested information or has 
appropriate authorisation been given for 
a third party to act on behalf of the Data 
Subject?  Please give details.

Details of specific data requested or 
"All" (If not "All", please itemise)

Is data request considered to be 
"manifestly vexatious, unfounded or 
excessive?"

Yes/No If yes, action taken

Is it likely that an extension will be 
required to the standard four-week 
response time in order to provide the 
requested data?

Yes/No If yes, action taken (including advising data subject)

Is there a need to consider legal advice? Yes/No If yes, action taken

Memo issued to Ocorian administration 
team/Ocorian IT (iManage only) 
requesting data must be provided to the 
data privacy officer (or, where none 
appointed, a director of the Company), 
including mandatory date for controller 
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response and format in which it should 
be received.
Reminder that paper files/archive and 
safe custody records must be checked.

Independent check performed to ensure 
only Data Subject information is 
disclosed.
Any other data must be anonymised 
prior to sending.

Check 
performed by:

Job Title: Signature:

Method that data will be provided to 
Data Subject
(Please circle)

 Electronic Format

 By Post

 Collect the information in person

 Go through the information with administration staff

 Letter detailing only types of data held rather than copies 
of the information

 Other method , as requested by the Data Subject For 
example, view a copy of the information only 

Date paper information received 
by/data privacy officer (or, where none 
appointed, a director of the Company)

Date electronic information received by 
data privacy officer (or, where none 
appointed, a director of the Company)

Personal Data Schedule (follows) 
completed 

Date 

Date response to Data Subject sent

Added to SAR Register

Copy of all information provided 
scanned and saved together with 
covering letter/email

Details/Comments

Name Signature Date 

Data privacy officer (or, where 
none appointed, a director of the 
Company) 

Director

If Data Subject has a relationship with more than one jurisdiction separate Subject Access Requests must be 
made to each.
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1.5 Personal Data Schedule

For completion by data privacy officer (or, where none appointed, a director of the Company)

Description of Data 
(e.g. Date of Birth)

Category of Data
(see "Part B")

Location
(e.g. document 
management 
system/hard copy in 
filing system)

Accessible by 
(e.g. Ocorian 
Administrators 
Managers/Directors)

Reason for processing Other recipients that 
may be processors/
sub-processors
(3rd parties, including
in other jurisdictions)

Period of 
storage/criteria 

Received from source 
(where other than 
Data Subject)
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Personal Data Schedule - Part B - Categories of Personal Information

Category Title Description Examples

External Identifying Information that uniquely or semi-
uniquely identifies a specific individual 

Name, user-name, unique 
identifier, government issued 
identification, picture

Financial Account Information that identifies an 
individual's financial account

bank account details

Ownership Information about things an individual 
owns

Shares, LP interests

Transactional Information about an individual's 
purchasing, spending or income

Purchases, sales, income, loan 
records, transactions and
taxes

Social Professional Information about an individual's  
professional career

Job titles, salary, work history, 

Criminal Information about an individual's 
criminal activity

Convictions, charges, pardons

Communication Information communicated Voice mail, email, letter and 
fax

Tracking Contact Information that provides a mechanism 
for contacting an individual

Email address, physical 
address, telephone number

Location Information about an individual's 
location

Address, country
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1.6 Right to Erasure Request

Company Name

Fund Name (if applicable)

Ocorian Client Number

Date request received and by whom

Method of receipt

Mandatory Response Date
(Mandatory response within four weeks of 
receipt of request, subject to a possible 
extension (see below))

Has adequate identification taken place? Details:

Date request passed to data privacy officer (or, 
where none appointed, a director of the 
Company)

Completion by data privacy officer (or, where none appointed, a director of the Company)

Reason for erasure request  The personal data is no longer necessary in relation to 
the purpose for which it was originally 
collected/processed.

 The individual withdraws consent.

 The individual objects to the processing and there is no 
overriding legitimate interest for continuing the 
processing.

 The personal data was unlawfully processed.

 The personal data has to be erased in order to comply 
with a legal obligation.

 The personal data is processed in relation to the offer of 
information society services to a child.

Is the request deemed valid and will it be 
complied with? If no, see below.

Yes/No

If the personal data in question has been 
disclosed to others, you must contact each 
recipient and inform them of the erasure -
unless this proves impossible or involves 
disproportionate effort. 

Yes/No Details:

Justification for a determination that it is 
impossible to contact each recipient of 
personal data to inform them of the erasure or 
that it would involve disproportionate effort.

Details:

Reason Request for Erasure denied

Where you are not taking action in response to 
a Request for Erasure, you must explain why to 
the individual, informing them of their right to 
complain to the Data Protection Regulator and 
to a judicial remedy.

 to exercise the right of freedom of expression and 
information;

 to comply with a legal obligation for the performance of 
a public interest task or exercise of official authority.

 for public health purposes in the public interest;

 archiving purposes in the public interest, scientific 
research historical research or statistical purposes; or

 the exercise or defence of legal claims.
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Details:

Is it likely that an extension of up to a further 
eight weeks will be required to the standard 
four-week response time in order to erase the 
data?

Yes/No If yes, reason for extension, the proposed length 
of the extension and action taken (including 
advising data subject)

Memo issued to Ocorian administration 
team/Ocorian IT (iManage only) requesting 
data to be deleted and requesting 
confirmation once destruction complete.
Reminder- Paper files/archive and safe custody 
records must be checked.

Confirmation to administration staff that data 
has been erased.

Details of supporting documents and covering 
letter to client (which documents, when sent, 
etc.)

Details/comments 

Name Signature Date

Data privacy officer (or, where 
none appointed, a director of the 
Company) 

Director
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1.7 Right to Rectification Request

Company Name

Fund Name (if applicable)

Ocorian Client Number

Date request received and by whom

Method of receipt

Mandatory Response Date
(Mandatory for information must be provided 
within four weeks of receipt of request, subject 
to a possible extension (see below))

Is the request for rectification valid and has 
adequate identification taken place?

Details:

Date request passed to data privacy officer (or, 
where none appointed, a director of the 
Company)

Completion by data privacy officer (or, where none appointed, a director of the Company) 

Details of rectification requested

If the personal data in question has been 
disclosed to others, you must contact each 
recipient and inform them of the rectification -
unless this proves impossible or involves 
disproportionate effort.

Yes/No Details:

Justification for a determination that it is 
impossible to contact each recipient of personal 
data to inform them of the rectification or that it 
would involve disproportionate effort.

Details:

Where a decision is reached to take no action, an 
explanation must be provided to the individual, 
stating the reason such decision was reached 
and informing them of their right to complain to 
a supervisory authority and to a judicial remedy

Details:

Is it likely that an extension of up to a further 
eight weeks will be required to the standard 
four-week response time in order to rectify the 
data?

Yes/No If yes, reason for extension, the proposed 
length of the extension and action taken 
(including advising data subject)

Request passed for rectification of records.

Confirmation received that information has been 
rectified in line with request.

Details added to Jurisdictional Data Privacy 
Register by data privacy officer (or, where none 
appointed, a director of the Company)

Details added to Data Privacy Register by data 
privacy officer (or, where none appointed, a 
director of the Company) 

Details/comments 

Name Signature Date

Director
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1.8 Right to Restrict Processing Request

Company Name

Fund Name (if applicable)

Ocorian Client Number

Date request received and by whom

Method of receipt

Mandatory Response Date
(response must be provided within four weeks 
of receipt of request, subject to a possible 
extension (see below))

Is the Restrict Processing/Objection to 
Processing request valid and has adequate 
identification taken place?

Details:

Date request passed to data privacy officer (or, 
where none appointed, a director of the 
Company)

Completion by data privacy officer (or, where none appointed, a director of the Company) 

Reason for Restrict Processing Request  An individual contests the accuracy of the personal data, 
you should restrict the processing until you have verified 
the accuracy of the personal data.

 Where an individual has objected to the processing 
(where it was necessary for the performance of a public 
interest task or for legitimate interests), and 
consideration needs to be given to whether the
legitimate grounds override those of the individual.

 When processing is unlawful and the individual opposes 
erasure and requests restriction instead.

 If the Company no longer needs the personal data but 
the individual requires the data to establish, exercise or 
defend a legal claim.

Is the request valid and will it be complied 
with?

Where you are not taking action in response to 
a Request to Restrict Processing, you must 
explain why to the individual, informing them 
of their right to complain to the Data 
Protection Regulator and to a judicial remedy.

Yes/No If no, reason for request denied:

If the personal data in question has been 
disclosed to others, you must contact each 
recipient and inform them of the restriction 
unless this proves impossible or involves 
disproportionate effort.

Yes/No Details:

Is it likely that an extension of up to a further 
eight weeks will be required to the standard 
four-week response time in order to restrict 
the data?

Yes/No If yes, reason for extension, the proposed length 
of the extension and action taken (including 
advising data subject)

Confirmation to administration staff that 
Request to Restrict Processing has been 
complied with.
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Details of supporting documents and covering 
letter to data subject (which documents, when 
sent, etc.)

Details/comments 
(You must inform individuals when you decide 
to lift a restriction on processing).

Name Signature Date

Data privacy officer (or, where 
none appointed, a director of the 
Company)

Director
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1.9 Right to Object to Processing Request

Company Name

Fund Name (if applicable)

Ocorian Client Number

Request received and by whom

Method of receipt

Is the Right to Object in relation to direct 
marketing?
You must stop processing personal data for 
direct marketing purposes as soon as you 
receive an objection. There are no 
exemptions or grounds to refuse. You must 
deal with an objection to processing for direct 
marketing at any time and free of charge.

Yes/No Details:

Mandatory Response Date
(Mandatory for information must be provided 
within four weeks of receipt of request, 
subject to a possible extension (see below))

Has adequate identification taken place? Details:

Date request passed to data privacy officer 
(or, where none appointed, a director of the 
Company) 

Completion by data privacy officer (or, where none appointed, a director of the Company)

Is the request valid and will it be complied 
with?

Yes/No Details:

Individuals have the right to object to:

 processing based on legitimate interests or the performance of a task in the public interest/exercise 
of official authority (including profiling);

 direct marketing (including profiling); and

 processing for purposes of scientific/historical research and statistics.

Reason Right to Object Request denied
Where you are not taking action in response 
to a Right to Object, you must explain why 
to the individual, informing them of their 
right to complain to the Data Protection 
Regulator and to a judicial remedy.
You must stop processing the personal data 
unless:

 you can demonstrate compelling 
legitimate grounds for the processing, 
which override the interests, rights and 
freedoms of the individual; or

 the processing is for the establishment, 
exercise or defence of legal claims.

Details:

Is it likely that an extension of up to a 
further eight weeks will be required to the 
standard four-week response time in order 
to erase the data? 
(See above re: direct marketing)

Yes/No If yes, reason for extension, the proposed 
length of the extension and action taken 
(including advising data subject)
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Confirmation to administration staff that 
Right to Object Request has been complied 
with.

Details:

Details of supporting documents and 
covering letter to client (which documents, 
when sent, etc.)

Details/comments 

Name Signature Date

Data privacy officer (or, where 
none appointed, a director of the 
Company)

Director
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1.10 Subject Access and Rights Register

Date request received Type of Request (e.g. 

Subject Access Request, Right 
to Rectification, Right to 
Erasure, Right to Restrict 
Processing, Right to Object,
Right to Data Portability)

Details of request Comments Open/Closed Link to supporting 
documents



[GDPR Manual][Date of Adoption]

54
Ref  |||||v|||||v

1.11 Data Breach Notification Form

Is Personal Data involved? Yes/No

Company Name

Fund Name (if applicable)

Ocorian Client Number

Date and time incident occurred 
and how you became aware 

Details of the incident

Type of breach 
(please circle accordingly)

Confidentiality Breach

(an unauthorised or accidental disclosure of, or access to, personal 
data) 

Integrity Breach

(an unauthorised or accidental alteration of personal data) 

Availability Breach 
(an unauthorised or accidental loss of access to, or destruction of, 
personal data)

Date and time initial notification 
made via telephone to the data 
privacy officer (or, where none 
appointed, a director of the 
Company).

Completion by data privacy officer (or, where none appointed, a director of the Company)

If Personal Data is involved, record 
result of Risk Assessment 
undertaken
(see below)

Outcome:

Is there any risk to rights and 
freedoms of individuals?
(If yes, notification to the Data 
Protection Regulator to be made 
within 72 hours)

Yes/No Date and details of notification(s) made:

Is the risk to the rights and 
freedoms of individuals assessed to 
be high?
(If yes, notification to relevant 
individuals to be made without 
undue delay) 

Yes/No Date and details of notification(s) made:

Outcome of investigation by 
Ocorian administration 
team/Ocorian IT

Mitigating action(s) identified to 
prevent a recurrence

Responsibility to implement 
mitigating action(s) and target date

Breach recorded on Breaches 
Register

Yes/No Date of record made:
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Name Signature Date

Data privacy officer (or, where none 
appointed, a director of the Company) 

IT Representative (if applicable)



[GDPR Manual][Date of Adoption]

56
Ref  |||||v|||||v

1.12 Risk Assessment

It is necessary to assess both the severity of the potential or actual impact on individuals as a result of a breach 
and the likelihood of this occurring.  In such cases, you will need to promptly inform those affected, 
particularly if there is a need to mitigate an immediate risk of damage to them. One of the main reasons for 
informing individuals is to help them take steps to protect themselves from the effects of a breach.

Completion by the data privacy officer (or, where none appointed, a director of the Company)

Company Name

Fund Name (if applicable)

Ocorian Number

Is Personal Data involved Yes/No If yes, type of data (for example, was sensitive data 
involved?)

Potential adverse effects  Loss of control over individual's personal data

 Limitation of individuals rights

 Discrimination

 Identity theft or fraud

 Financial Loss

 Unauthorised reversal of pseudonymisation

 Damage to reputation

 Loss of confidentiality of data protected by professional 
secrecy

 Any other significant economic or social disadvantage to 
the natural person concerned.

Was the data encrypted? Yes/No Details:

The nature/sensitivity and volume of 
personal data/the combination of 
personal data 

Ease of identification of individuals

Severity of consequences for 
individuals 

Number of individuals affected

Is there any risk to rights and 
freedoms of individuals?
(If yes, and subject to internal 
escalation in accordance with breach 
reporting policies, notification to the 
Data Protection Regulator to be made 
within 72 hours)

Yes/No Justification:

Is the risk to the rights and freedoms 
of individuals assessed to be high?
(If yes, and subject to internal 
escalation in accordance with breach 
reporting policies, notification to 
relevant individuals to be made 
without undue delay)

Yes/No Justification:

Name Signature Date

Data privacy officer (or, where none appointed, a 
director of the Company) 
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1.13 Data Breach Register

Date breach 
occurred 

Date Company
became aware

Details of Breach Data Protection 
Regulator 
notified?

Data Subject 
notified?

Mitigating 
Actions

Open/Closed Type of Breach 
(Confidentiality/Integrity/

Access)

Link to supporting 
documents


